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Chapter 1. V-Spark APl Overview

V-Spark is an all-inclusive speech analysis application that enables you to visualize audio using state-of-
the-art speech recognition, transcription, and text analysistechnologies. V-Spark automatically transcribes
audio into searchable text, then organizes and archives the data, and finally provides an intuitive web
interface through which you can examine and explore that data. The information is stored in a database
where the audio can be searched and analyzed for compliance, customer insights, and agent performance.
V-Spark has the most complete set of speech technologiesin a single solution on the market today.

This guide explains how to use V-Spark's Representational State Transfer (REST) Application
Programming Interface (API) to:

« automate the upload of audio and optional metadata into V-Spark

« automate the download of fully annotated transcripts out of V-Spark

» examine or modify aV-Spark installation using APIs that enable you to:
* retrieve, update, delete, or list information about companies, organization, folders, and applications
* retrieve information about users

* retrieve status information about companies and folders. This information can be retrieved in JISON
and CSV format.

» search thefilesin afolder or under an organization to identify and retrieve matching search resullts.
This information can be retrieved in JSON and CSV format, and as a ZIP-format archive files that
contains the results.

Note that the V-Spark API isidentical for both on-premise and cloud-based deployments. The V-Spark
REST API usesthe HyperText Transfer Protocol (HTTP) for datatransfers. Every Voci solution includes
aREST API to makeintegration with our products quick and easy in any computer language. A basic level
of programming skill isrequired to use this API effectively.

1.1. Overview of the V-Spark Hierarchy

Understanding how to use the V-Spark API requires that you understand how the different components
that make up a V-Spark installation are organized, which can be thought of as the VV-Spark hierarchy:

1. company - the highest structural entity within the hierarchy of a V-Spark installation. Multiple
companies can be defined within aV-Spark installation, but only the administrators of that installation
or users with company-level administrative privileges can view and modify the datathat is associated
with acompany. Each user in aV-Spark installation is associated with a single company.

2. organizations- alogica unit (group) within a company

3. folders - arepository for files and transcriptions that are associated with an organization. Multiple
folders can be associated with a single organization.

4. applications - customized analytics tools that are associated with one or more folders

5. users - individual accounts that are defined within a company and can belong to one or more
organizations

6. system - administrative configuration information that is associated with asingle VV-Spark installation.

© 2019, Voci Technologies, Inc. Proprietary and Confidential 1
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Using the V-Spark 3.5.0 API

Tip

For information about the users of aV-Spark installation and the roles and permissions that
they have within aV-Spark installation, see the "Companies, Organizations, and Accounts'
and "User Account Types' sections of the "V-Spark 3.5.0 Management Guide".

1.2. V-Spark API Permission Requirements

When calling any V-Spark REST API function, you must provide an authorization token that shows that
you have the right to perform the operation that you are requesting. V-Spark provides two different types
of authorization tokens:

root token - authorizes you to cal any V-Spark APl and perform any V-Spark APl operation. This
includes API functionsthat apply to your entire VV-Spark installation and span multiple companies, such
as/config,/config/users,/config/orgs,/config/folders,/config/apps, and
[ confi g/ system readonly. The root token also authorizes you to call any company-specific,
organi zation-specific, folder-specific, or application-specific API function. Theroot token for aV-Spark
installation is found in the file/ opt / voci / st at e/ vspar k/ api t oken on the system on which
V-Spark is installed. This token is therefore only available to users who can access the machine on
which V-Spark isinstalled, and who have sufficient privileges to access the V-Spark installation.

company token - authorizes you to cal any V-Spark APl within the scope of that company
and perform any V-Spark APl operation that is within the scope of that company. This includes
general API calls that require one or more company-related arguments such CO_SHORT identifies
the company that is associated with that token, ORG_SHORT is the name of an organization within
that company, and FOLDER identifies a folder within an organization. Examples of such API calls
are/transcri be/ ORG_SHORT/ FOLDER, / r equest / ORG_SHORT, / conf i g/ CO_SHORT, /
confi g/ CO_SHORT/ ORG_SHORT, and so on. A company's authorization token is found on the
V-Spark Settings page in the Company section, as shown in Figure 1.1, “Location of a Company
Authorization Token”.

Show 10

v entries

, Short
Name

Cloud
Token

Auth
Token

Data Retention

Company Usage (hours) (days) Registration Permissions Created +

DocTestCo  DocTestCo 0.0 of unlimited Unlimited Show... None

19.6k of unlimited Unlimited Show... None

0.0 of unlimited Unlimited

112.0 of unlimited Unlimited

Figure 1.1. L ocation of a Company Authorization Token

1.3. Using cURL for REST API Testing

1.3.1. Obtaining and Using the cURL program

The cURL utility makes it easy to test using the V-Spark APl by providing a simple command-line
mechanism for invoking APl methods. cURL is not required to use the V-Spark API, but it can be a
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1.3.2.

helpful tool, even while developing a more programmatic implementation. The next few sections provide
examples of using the V-Spark API from the command-line viathe cURL command.

The cURL utility isfreely availablefor operating systemsincluding Linux, Windows, and Mac OS[https://
curl.haxx.se/download.html]. The command-line command for invoking the cURL utility is curl on
Linux or Apple Mac OS systems. The executable command for invoking the cURL utility iscur | . exe
on Microsoft Windows systems.

I mportant

When using cURL to make API calls, it is important to remember that because URLs
typicaly include the *?' and '& symbols to identify HTTP/HTTPS parameters, you must
enclose the URL portion of your cURL command within quotation marksto prevent a Linux
shell from intercepting and interpreting these characters.

In cURL examples and associated output that is provided in this document:

 Escaped newlines (that is, linesin cURL commands or example output that end with a backslash) are
added for readability. They must not be present in cURL commands, and are also not present in the
output of those commands.

e Example commands are shown in norma nonospaced text. When example output from those
commandsisvery short, it iscombined into the same monospaced example block asthe cURL call itself
and isshown in bold nonospaced text. When example output from examplesis verbose, that output
is provided as a separate monospace example block.

The JSON that is produced by V-Spark APIsis not easily readable by mere mortals. When using cURL
to make API calls, the output of the cURL command can be piped to Python in order to pretty-print that
output, as in the following example:

cURL command | python -mjson.tool

One item to remember when using this model of pretty-printing JSON output is that Python's
j son. t ool module sorts keys in JSON output aphabetically. If you want to pretty-print JSON
output without reorganizing key values, you may want to use a Python command such as jsonlint,
which includes pretty-printing along with other capabilities and is provided as part of the pyt hon-
denj son-1. 6- 1. el 6. noar ch package on CentOS systems.

Tips for Debugging and Managing cURL Calls

If you are having problems troubleshooting a curl command, you can obtain verbose debugging
information by appending the - -t race-ascii FI LENAME to your curl command. This will save a
record of every interaction between the curl command and the host that you are trying to contact into the
file FI LENAME. Examining the content of thisfile can often help you identify the cause of a problem.

The cURL command does not have a built-in timeout. Waiting forever for a cURL command to return
can be irritating because it depends on network congestion and the responsiveness of the host on which
cURL isrunning, both of which are often out of your control. To specify atimeout for the entire span of
your cURL command, you can add cURL's - - max-t i me  SECONDS option to your cURL commands.
This option terminates you cURL command if it exceeds the number of seconds that you specified as
an argument. The cURL command also provides options (- - speed-1inmit and- - speed-ti ne that
enable you to set requirements for transfer speed and which provide other waysto automatically terminate
poorly-performing cURL commands.

© 2019, Voci Technologies, Inc. Proprietary and Confidential 3
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1.4.

The cURL command also provides options that enable you to retrieve the status of a cURL call. You can
use acURL cal like the following to retrieve the HTTP return code from an API call:

curl -s -LI URL -0 /dev/null -w'%http_code}’

The arguments to this cURL call are the following:

-L TellscURL to follow the URL if it is marked as having been moved

-1 Only returnsthe HTTP header, which iswhere the HTTP response code is located

-s Causes cURL torunin silent mode. Ordinarily, cURL displays a progress meter asit executes.

-0 TellscURL whereto write the general output of the command. Inthiscase, / dev/ nul | , the Linux
and Mac OS X bit bucket is used. On Windows systems, you can write to a file named nul , for
which Windows provides built-in device driver support.

-w Specifieswhat cURL should write to standard output, and how to format that information. The string
"% http_code}' simply writesthe contents of the variableht t p_code

Using Python with REST APIs

Python isavery popular programming language is freely available for operating systemsincluding Linux,
Windows, and Mac OS X [https://www.python.org], and is often included as part of a Linux distribution.

As a standard and popular programming language, many books and online articles are available to help
you use Python,

One common problem related to using open source programming languages and public-contributed
librariesis support across different operating system or language versions. For example, if you are running
the sample Python application in this document on a CentOS 6.x system and are using that distribution's
standard Python installation, you may see deprecation warnings for Python functions that are changing
for Python 2.7 and later. To suppress these warnings, you can add the following code to the beginning
of the Python file:

i mport warni ngs

wi th war ni ngs. cat ch_war ni ngs():
war ni ngs. sinpl efilter("ignore", category=Deprecati onWar ni ng)
i mport cryptography

If you see deprecation warnings for modules other than cr ypt ogr aphy, you can add import statements
for those to suppress the warnings when loading them.

Proprietary and Confidential © 2019, Voci Technologies, Inc.
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Chapter 2. Pre-Requisites

Before you can begin interacting with V-Spark by using all functions within the API, you must create
an Organization, Company, and Folder using the V-Spark GUI and API. A Folder has associated
configuration information such as the language model that is used during transcription and also provides
the names of metadata fieldsthat are available for filtering. See the "V-Spark 3.5.0 Quickstart Guide" and
"V-Soark 3.5.0 Management Guide " or the online documentation for more information about using V-
Spark. PDF versions of these documents are available under the Hel p pull-down immediately after logging
into V-Spark.

This document focuses on providing information about the V-Spark API. Using the upload and transcribe
(/transcri be) and download (/ r equest) APIs requires less configuration than using V-Spark,
because V-Spark handles the transcription of uploaded audio, and is therefore where most of the
transcription options are specified.

© 2019, Voci Technologies, Inc. Proprietary and Confidential 5
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Chapter 3. Retrieving and Updating V-
Spark Information

V-Spark provides several REST APIs that enable you to read and, when possible, update V-Spark
configuration, search, status, and log information about a V-Spark installation. All of these APIs return
and use information in JSON format. These APIs are the following:

/config Enablesyou to retrieve, update, and delete configuration information about the companies,
organizations, folders, and applications in a V-Spark installation. You can also retrieve
information about the usersin aV-Spark installation, but you can only update or modify some
user information using the/ conf i g API.

/1ist Enables you to list high-level configuration information about a V-Spark installation. The/
| i st API providesthe names of itemswithin the configuration of aVV-Spark installation and
does not include the detailed configuration information that the / conf i g API's GET verb
provides. The/ | i st API does not support any REST verb other than GET.

/ search Enablesyou to search a V-Spark installation for matching text, tags, and so on

/ status Enablesyou to retrieve statusinformation about processing thefilesin afolder in aV-Spark
installation. The/ st at us APl isaread-only API. You can only retrieve status information
using this API. Y ou cannot update or delete status information using the/ st at us API.

When calling any of these APIs, you must provide an authorization token which proves that you are
authorized to perform that operation. For information about the authorization tokens that you can provide
for use with the V-Spark API, see Section 1.2, “V-Spark APl Permission Requirements’.

Y ou can use these REST APIsin any programming language or with any application that supports REST
calls and which provides or can invoke a JSON parser that enables you to work with the output of these
cals.

The next few sections explain the capabilities of the / confi g and /| i st APIs. Information about
the/ st at us API is provided in Chapter 6, Retrieving Folder Status Information, which contains both
reference information and examples of using those APIs from both the command-line (viacURL) and in
Python applications. Information about the / sear ch API is provided in Chapter 7, Searching V-Spark
Data.

3.1. Retrieving and Updating V-Spark Installation
Configuration

Voci provides the / confi g APl to enable reading, writing, and deleting V-Spark configuration
information within an application or script. The/ conf i g APl istheonly API in this section that enables
you to write V-Spark information programmatically.

3.1.1. Reference for the /config API

The /config APl enables you to read (GET), write (POST), and delete (DELETE) V-Spark
configuration information.

Synopsis
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/config

/ config/users

/ config/orgs

/config/folders

/ confi g/ apps

/ confi g/ systen readonl y

/ confi g/ CO_SHORT

/ conf i g/ CO_SHORT/ or gs

/ confi g/ CO_SHORT/ f ol ders

/ conf i g/ CO_SHORT/ apps

/ confi g/ CO_SHORT/ user s

/ conf i g/ CO_SHORT/ user s/ USERNAVE

/ conf i g/ CO_SHORT/ ORG_SHORT

/ conf i g/ CO_SHORT/ ORG_SHORT/ f ol der s

/ conf i g/ CO_SHORT/ ORG_SHORT/ apps

/ confi g/ CO_SHORT/ ORG_SHORT/ FOLDERNANVE
/ conf i g/ CO_SHORT/ ORG_SHORT/ apps/ APPNAVE

Asshown inthe synopsis, callsto the V-Spark / conf i g API caninclude optional entriesthat enable you
to specify the short name of acompany (CO_SHORT), the short name of an organization within acompany
(ORG_SHORT), the name of a specific folder (FOLDERNAME), the name of a specific user (USERNAME),
or the name of a specific application (APPNAME) to refine and limit the amount of information that you
are retrieving, updating, or adding. See Section 3.1.1.1, “Refining by Companies, Organizations, Folders,
and Apps’ for more information.

Callstothe V-Spark API without specific company, organization, folder, user, or application valuesreturn
all information for the API that you are calling. In other words, acal to/ conf i g/ DocTest Co only
returns information about a company whose short name is "DocTestCo". A call to / confi g returns
information about all of the companies that have been defined in the V-Spark installation that you are

guerying.
Description

The preceding calls can GET, POST, or DELETE the following types of information about a V-Spark

installation:

/config Returnsinformation about all companiesin aV-Spark installation

/configl/orgs Returns information about all organizations that have been defined
under companiesin aV-Spark installation

/config/fol ders Returns information about al folders that have been defined under
organizationsin aV-Spark installation

/ confi g/ apps Returns information about all applications that have been defined in
aV-Spark installation

/configl/users Returns information about all users that have been defined in a V-

Spark installation, the status of their user accounts, the authorization
method used for login, and the permissionsthat they havein V-Spark
and within each company.

Note

Users are associated with companies. Deleting
companies in a V-Spark installation also deletes any
users associated with those companies.

/confi g/ system readonly Returns information about whether a V-Spark installation is or
is not running in "read only" mode. You cannot cal the /
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confi g/ syst emAPI alonewithoutcalling/ conf i g/ syst eni
r eadonl y API.

Options

In addition to being able to optionally specify the short name of a company or organization to refine the
datathat is being returned, callsto the/ conf i g method take the following parameters to further control
their behavior:

t oken The root or a company-specific token for the V-Spark installation about which you want to
retrieve information. This parameter is required. Y ou cannot successfully call any functionin
the/ conf i g APl without an authentication token. The root token for a VV-Spark installation
can aways be used. A company-specific token can be used for any calls within the scope of that
company. Theroot token for aV-Spark installation islocated inthefile/ opt / voci / st at e/
vspar k/ api t oken. The company-specific token is part of the configuration information for
the associated company. For an example of programmatically retrieving company tokens and
using them with organizations and folders, see Section 3.4.2, “Integrating Multiple GET Results
Using Python™.

tree  This parameter is optional, and is only used with the DELETE verb. Companies that contain
users & organizations and organizations that contain folders & applications are not considered
to be empty. By default, only empty elements may be deleted from a V-Spark installation.

true  Non-empty companies and organizations will be deleted.
fal se Non-empty companies and organizations will not be deleted.

To delete anon-empty element witht r ee, youwill alsoneedtosetmul ti tot r ue to enable
multiple items to be deleted at once.

mul ti  Thisparameter isoptional, and isonly used with DELETE verb. By default, you can only delete
asingleitem at onetimein aV-Spark installation.

true  Multiple items may be deleted at the same time as the result of a single DELETE
request

fal se Multipleitemsmay not be deleted at the sametime, and must be deleted using multiple
DELETE requests

As REST API functions, / conf i g API functions return both an HTTP message and a return code. The
success and failure messages associated with various callsto the/ conf i g APl arelisted in the sections
that describe those calls.

Content Types

» POST method expects to receive JSON files with the "application/json” MIME type, and returns files
with the "text/html" MIME type

* GET method returns JSON formatted data with the "text/html" MIME type
» DELETE method returns plain text data with the "text/html" MIME type

» Errorswill be returned with the "text/html" MIME type

3.1.1.1. Refining by Companies, Organizations, Folders, and Apps

As shown in the synopsis section of the Section 3.1.1, “Reference for the /config API”, APl calls
can optionally specify the short name of a company (CO_SHORT), the short name of an organization

© 2019, Voci Technologies, Inc. Proprietary and Confidential 9



Chapter 3. Retrieving and Updating V-Spark Information Using the V-Spark 3.5.0 API

3.1.2.

(ORG_SHORT), the name of afolder (FOLDERNANME), or the name of an application (APPNANE) to limit
the data that is returned by an API call to only that which is specific to those names:

* If the short name of a company (CO_SHORT) is not specified, the JSON that is returned contains
information about all relevant data for any company in aV-Spark installation.

* If the short name of acompany is specified, only information that is related to that company isreturned.
« If you specify the short name of acompany, the short name of an organization (ORG_SHORT), the name
of afolder (FOLDERNANME), or the name of an application (APPNAME), only information associated with
that specified entry isreturned. If any of these entriesareinvalid, the API call returns an error message.

You cannot request or try to update information about an entry if any part of the entry specification
isincorrect.

Sample JSON Output from the /config API

The/ conf i g API returns a JSON representation of the V-Spark installation datathat is being requested.
The following sections describe the JISON output for each aspect of aV-Spark installation:

e Section 3.1.2.1, “Sample /config JSSON Output for a Company”

» Section 3.1.2.2, “ Sample /config/orgs JSON Output for an Organization”
» Section 3.1.2.3, “ Sample /config/folders JSON Output for a Folder”

» Section 3.1.2.4, “ Sample /config/apps JSON Output for an Application”
» Section 3.1.2.5, “Sample /config/users JISON Output for a User”

» Section 3.1.2.6, “ Sample /config/system/readonly JSON Output for System Status”

3.1.2.1. Sample /config JSON Output for a Company

Figure 3.1, “Sample Company output from the /config API” shows sample output for a single company
fromthe/ confi g API.

"DocTest Co": {

"al | onednodel s": [

"engl: cal |l center",
"spal: spal_cal |l center”

1,
"apptenpl ate": [

"Agent Scorecard",

"Cal | Categorization",

"Call Drivers",

" Custoner Experience"
1,
"cl oudt oken": "",
"cl oudnodel s": [],
"created": "2017-05-18",
"limthours": -1,
"name": "Doc Test Co",
"retention": -1,
"status": "OK",
"servers": [

"asrsrvrl"
|

“uui d”; "077d93f f d9b902b2ch7c6a0c521f d42c”
Yoo

Figure 3.1. Sample Company output from the /config API

10
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Note

Figure 3.1 and the other sample JSON filesin this document use ellipses (. . . ) to indicate
where more than one of a certain type of section can be present in a JSON file of that type.

The fields in per-company JSON output contain but are not limited to the information that you provide
when creating acompany using the V-Spark graphical user interface. Figure 3.2, “ Creating a Company in
the V-Spark GUI” shows the first dialog used when creating a company in the V-Spark user interface.

Create New Company

Company Name

Short Name

AT R, N - rharacters and i1adercr afy oo P
Alphanumeric characters and unaerscores only; No spaces.

Limit Hours

Unlimited

Data retention limit (days)

Unlimited

Use Cloud Transcription

Servers

Figure 3.2. Creating a Company in the V-Spark GUI

For detailed information about creating a new company in the V-Spark GUI, see the section "Create a
Company" in the V-Spark 3.5.0 Management Guide.

This excerpt from the output of callingthe/ conf i g API shown in Figure 3.1, “ Sample Company output
from the /config API” is very similar to the output that you would have received had you requested
information about a single company by calling an API such asthe/ conf i g/ DocTest Co APl onaV-
Spark installation where the "Doc Test Co" company (with the company short name, "DocTestCo") had
been defined. The latter call would have returned the following, which differsonly in that it does not need
to identify the short name of the company that it refers to because it was specified in the URL.
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"uui d": "077d93ffd9b902b2cb7c6a0c521f d42¢c",
"nanme": "Doc Test Co",

"created":

"2018- 06- 07",
"limthours": -
"cl oudt oken": "",
"cl oudnodel s":
"al | onednodel s":

"engl:cal |l center”,
"spal:cal |l center"

1

"servers": [

"asr-wh. of fi ce. conpany. cont',

“asrsrvrl",
"asrsrvr8”,

"http://asrsrvr8:17171"

1

"retention": -1,
"apptenpl ate":

"Agent Scorecard",
"Cal | Categorization",

"Call Drivers",

" Custoner Experience"

]

"status":

Figure 3.3. Sample Company output from the /config/CO_SHORT API

uui d

nane

creat ed

limthours

servers

The authorization token for this company. Use the uui d to retrieve or modify
data about any organization, folder, apps, or user that have been defined under this
company.

Thisfield is added by V-Spark when the company is created, and isread-only.

"uui d": "077d93f f d9b902b2cb7c6a0c521f d42c”
The full display name of the company.

Thisfield isrequired when creating a new company.

"nane": "Doc Test Co"
The year, month, and day that the company was created in V-Spark.

Thisfield is added by V-Spark when the company is created, and isread-only.

"created": "2018-06-07"

The maximum number of audio hours this company can process through V-Spark.
Oncethat limit has been reached, the company can no longer process new audio, but
user's can still use V-Spark to examine existing calls.

Thisfieldisrequired when creating a new company. A value of "-1" meansthere
isno limit.

"limthours": -1
Networked computers this company uses as hosts for ASR.

This field should only be set if cl oudt oken is not set. If cl oudt oken isnot
set, thisfield isrequired.

"servers": [
"asr-wh. of fi ce. conpany. cont,
"asrsrvrl",
"asrsrvrg",
"http://asrsrvr8:17171"
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al | owednodel s Transcription models that are available to this company when processing audio on

cl oudt oken

cl oudnodel s

retention
apptenpl ate
status

servers.

Thisfield should only be set if ser ver s issat.
"al | onednodel s": [
"engl:call center",

"spal:callcenter”

]

The authorization token this company uses when connecting to V-Cloud servers. If
this company isusing ser ver s no cloud token will be listed.

If you are creating the company, and the company will be processing audio on V-
Cloud this field must be defined.

This field should only be set if server s isnot set. If server s isnot set, this
field isrequired.

"cl oudt oken": ""

Transcription models this company can use when processing audio on V-Cloud
servers.

Thisfield should only besetif cl oudt oken isset and custom modelswill be used.
"cl oudnodel s": []

The maximum number of days transcription data can be retained by V-Spark for
organizations within this company before the datais del eted.

Thisfieldisrequired when creating a new company. A valueof - 1 indicates that
this company has no limit, and that datais retained indefinitely.

"retention": -1
Application templates that are available for this company.

Thisfield is optional.

"apptenplate": [
"Agent Scorecard",
"Cal |l Categorization",
"Call Drivers",
" Cust oner Experience"

]

High-level statusinformation about the company, useful for long-running operations
such asaDELETE. A status of "OK" indicates that any operations on the company
have completed their work.

Thisfield isread-only.

"status": "OK'

3.1.2.2. Sample /config/orgs JSON Output for an Organization

Figure 3.4, “Sample Organization output from the /config/orgs API” shows sample output for a single
organization from the/ conf i g/ or gs API.
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"DocTest Co": {

" DocTest Co- DocTesti ng": {
"conpany": "DocTest Co",
“created": "2017-05-18",
“nanme": "Doc Testing",
"retention": -1,
"status": "OK",
"timezone": "US/ Eastern"

oo
oo

Figure 3.4. Sample Organization output from the/config/orgs API

The fields in per-organization JSON output, as shown in Figure 3.4, “ Sample Organization output from
the /config/orgs API”, include but are not limited to the information that you provide when creating an
organization using the V-Spark graphical user interface. Figure 3.5, “ Creating an Organization in the V-
Spark GUI” shows the first dialog used when creating an organization in the V-Spark user interface.

Create

New Organization

Organization Name

ﬁﬁﬁﬁﬁ

Company

New Company

Short Name

Retain data for # days

Time Zone

Figure 3.5. Creating an Organization in the V-Spark GUI

When creating a new organization using the / conf i g/ or gs API, al fields that are not read-only are
required.

conpany

creat ed

"conpany": "DocTest Co",

The "short name" of the company to which the organization belongs.

Thedate, in YYYY-MM-DD format, that the organization was created.

Thisfield is added by V-Spark when the organization is created, and is read-only.

“created": "2017-05-18",

14
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nane The full display name of the organization.

"name": "Doc Testing",

retenti on The maximum number of days transcription data is retained by V-Spark for this
organization before the datais del eted. The retention period specified for the organization
must be less than or equal to the retention period of the organization's owning company.
A value of - 1 indicates that this organization has no limit, and that data is retained

indefinitely.
"retention": -1,
st at us High-level status information about the organization, useful for long-running operations

such as a DELETE. A status of "OK" indicates that any operations on the organization
have completed their work.

"status": "OK',

ti mezone  The time zone in which this organization should be considered to exist. This is usually
the time zone of the main office of the organization. This does not just affect the time
and date as displayed in V-Spark, but also affects the time at which certain actions
(such as report generation) occur. This value must be a valid "TZ database name" for
atime zone. Refer to the List of tz database time zones [https.//en.wikipedia.org/wiki/
List of tz database time zones] for more information.

"timezone": "US/ Eastern"

For more detail on the information that is part of the definition of an organization, see the section entitled
"Create an Organization" in the V-Spark 3.5.0 Management Guide.

The JSON excerpt shown in Figure 3.4, “ Sample Organization output from the /config/orgs API”, from
the output of calling the / confi g/ orgs AP, is very similar to the output that you would have
received had you requested information about a single organization by calling an APl URL such as the
/ confi g/ DocTest Co/ DocTest Co- DocTest i ng APl on aV-Spark installation where the "Doc
Test Co" company and "Doc Testing" organization (with the company short name, "DocTestCo" and the
Organization short name of "DocTestCo-DocTesting") had been defined. Thiscall would havereturned the
output shown in Figure 3.6, “ Sample Organization output from the /config/CO_SHORT/ORG_SHORT
API”, which differsonly inthat it does not need to identify the short name of the company and organization
that it refers to because it was specified in the URL.

"conpany": "DocTest Co",
"created": "2017-05-18",

“nanme": "Doc Testing",
"retention": -1,
"timezone": "US/ Eastern"

}

Figure 3.6. Sample Organization output from the /config/CO_SHORT/
ORG_SHORT API

3.1.2.3. Sample /config/folders JSON Output for a Folder

Figure 3.7, “Sample Folder output from the /config/folders API” shows sample output for a single folder
from the information retrieved viathe/ conf i g/ f ol der s API.
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"DocTest Co": {
" DocTest Co- DocTesti ng": {
"Test01": {
“apps": [],
"asroptions": {
"billing": "custonmerX"
}
"audi ot ype": "Mono",
“cal | back": {
"aws_id": "123456789012345678901",
"aws_secret": "123456789012345678901/12345678901234567890",

"posturl": "S3:///joeuser/test",
"sendaudi 0": "no",
"sendtext": "no"

created": "2017-05-18",
"customneta": [],

"nmode": "active",

"nmodel chan0": "engl:callcenter”,
"nspeakers": 1,

"purifyaudi 0o": true,
"purifytext": true,

"status": "OK",

"servers": [

"asrsrvrl”

Figure 3.7. Sample Folder output from the/config/folders API

Thefieldsin per-folder JSON output contain but are not limited to the information that you provide when
creating a folder using the V-Spark graphical user interface. For example, when providing JSON to the
APl into create afolder, thecr eat ed field need not be specified because it defaults to the current time.
Figure 3.8, “Creating a Folder in the V-Spark GUI” shows the first dialog used when creating afolder in
the V-Spark user interface.
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Organization

Technologies ~ / Demos ~

Folder Name

Z 0-5 with no spaces
Servers
All selected (2) =
# of speakers Audio Source
Use Purify Text Use Purify Audio

Figure 3.8. Creating a Folder in the V-Spark GUI

When creating a new folder using the / confi g/ f ol der s API, all fields that are not read-only are
required.
apps Applications that are linked to this folder that will analyze this folder's content.
“apps": [],
asroptions  ASR stream tags that have been added to this folder. Tags are parameters that affect

transcription requests. For detailed information about available ASR options, see
"Using the V-Blaze API".
“asroptions": {

"billing": "custonerX'
b

audi ot ype Whether the audio is 2 channel " Stereo" or 1 channel "Mono" audio.

Thisfield isrequired when creating a new folder.

"audi ot ype": "Mono",

cal | back Callback options for transcript delivery. For more information on using callbacks, see
Section 5.1, “Using Callbacksin V-Spark”.
"cal | back": {

"aws_id": "123456789012345678901",
"aws_secret": "123456789012345678901/12345678901234567890",

"posturl": "S3:///joeuser/test",
"sendaudi 0": "no",
"sendtext": "no"
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created

custom neta

node

posturl The path that V-Spark will use to deliver transcripts and other
information. This URL must start with avalid protocal, (such as
"http://", "https://, "filex//", "sftp:/l", or "s3://") and include any
needed hostname, port number, and file system path.

aws_id Your AWS access key id.

Thissetting isrequired if post ur | isset toan"s3://" URL.
aws_secret Y our AWS secret access key.

Thissetting isrequired if post ur | isset toan"s3://" URL.

user name The username on the remote system that V-Spark should use to
login.

This setting and passwor d arereguired if post ur| issetto
an "sftp://" URL and sshpri vat ekey isnot set.

password The login password of the user name account on the remote
system,

This setting and user nane arerequired if post url issetto
an "sftp://" URL, and sshpri vat ekey isnot set.

sshprivat ekey or Thessh private key of theuser nane account on the remote
system

This setting and user nane arerequired if post ur| issetto
an "sftp://" URL, and sshpri vat ekey isnot set.

sendaudi o Thissetting isrequired if post ur| isset.

The value must be set to either "yes" or "no". If set to "yes"', V-
Spark will send an MP3 version of the transcribed audio file to
the callback server.

sendt ext Thissetting isrequired if post ur | isset.

The value must be set to either "yes' or "no". If set to "yes"', V-
Spark will send a plain text version of the transcribed audio file
to the callback server.

Thedate, in YYYY-MM-DD format, that the folder was created.

Thisfield is added by V-Spark when the folder is created, and isread-only.

"created": "2017-05-18",

Custom metadata fields that are associated with this folder.

"custom neta": [
"client name",
"phone nunber"

I

The node field in the JSON output for a Folder indicates whether processing of
that folder is "active" or "paused”. Use the /config/folders API to pause and resume
processing of the folder. Pause the processing of a Folder by POSTing a JSON

18
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configuration file for the Folder that has the nbde property of the Folder set to the
value paused. Resume processing by POSTing JSON for the Folder that hasthenode
property set to act i ve. You will not be able to set Folder processingto acti ve if
the Folder has been paused due to company-level poalicies such as the processing hours
limit being met.

"nmode": "active",

nodel chan0  The language model to use when processing audio on Channel O, which is the left
channel if you are processing stereo audio.

Acceptable values are limited to the names of the language models you are licensed to
use. All language models work with all supported audio formats.
"nodel chan0": "engl:callcenter"”,

nodel chanl  The language model to use when processing audio on Channel 1, which is the right

channel if you are processing stereo audio. If this folder is not configured to process
stereo audio, you will not have anodel chanl.

Acceptable values are limited to the names of the language models you are licensed to
use. All language models work with all supported audio formats.

"nmodel chanl": "spal:callcenter",

agent chan If thisfolder is configured to process stereo audio, the value of thisfield must be either
"0" or "1", indicating the audio channel that contains agent speech.
"agentchan": "0",

nspeakers The number of speakersin the audio files that are going to be placed into the folder.

Thisfield is required when creating a new folder. This option cannot be modified
after the folder is created.

"nspeakers": 1,

purifyaudi o If set to "true", processing cleans the generated audio MP3 of any locations where
numbers exist for Payment Card Information (PCl) or other sensitive numbersthat are
in the audio source so that these numbers cannot be heard.

If set to "false”, audio is not scrubbed.

Thisoption cannot be modified after the folder is created.

"purifyaudio": true,

puri fytext If set to "true", processing cleans the text transcript of any numbers for Payment Card
Information (PCI) or other sensitive numbersthat are in the audio source.

If set to "false”, text is not scrubbed.

This option cannot be modified after the folder is created.

"purifytext": true,

st at us High-level statusinformation about the folder, useful for long-running operations such
asaDELETE.

A status of "OK" indicates that any operations on the folder have completed their work.

"status": "OK",

servers The name(s) of the VV-Spark servers that will be used for ASR.
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Y ou must specify at least one server or vcl oud: ¢l oudt oken statement.

"servers": [
"asrsrvrl”

For more information about the information that is part of the definition of a folder, see the section
"Creating a Folder" in the V-Spark 3.5.0 Management Guide.

Theexcerpt fromthe output of callingthe/ conf i g/ f ol der s API, showninFigure3.7,“ Sample Folder
output from the /config/folders API”, is very similar to the output that you would have received had you
requested information about asinglefolder by callingan APl URL such asthe/ conf i g/ DocTest Co/
DocTest Co- DocTest i ng/ Test 01 APl onaV-Spark installation wherethe"Doc Test Co" company,
the "Doc Testing" organization, and the folder "Test01" (with the company short name, "DocTestCo",
the Organization short name of "DocTestCo-DocTesting", and the folder name of "TestO1") had been
defined. The latter call would have returned JSON like that shown in Figure 3.9, “ Sample Folder output
from the /config/CO_SHORT/ORG_SHORT/FOLDERNAME API”, which differs only from the output
shown in Figure 3.7 in that it does not need to identify the short name of the company, the short name of
the organization, or the name of the folder that it refers to because they are specified in the URL.

{
“apps": [],
"asroptions": {
"billing": "DocTestCo-DocTesting-Test01"
}

"audi ot ype": "Mono",

"cal | back": {

"aws_i d": "OSAMPLEVALUEDONOTUSE",

"aws_secret": "Thi sl sAl soASanpl e000/ Not AReal AWESecr et 00",
“"posturl™: "S3:///wh/test",

"sendaudi 0": "no",

"sendtext": "no"

created": "2017-05-18",
"customneta': [],
"node": "active",
"nodel chan0": "engl:callcenter",
"nspeakers": 1,
"purifyaudio": true,
“"purifytext": true,
"servers": [

"asrsrvrl”
|

}

Figure 3.9. Sample Folder output from the /config/CO_SHORT/ORG_SHORT/
FOLDERNAME API

3.1.2.4. Sample /config/apps JSON Output for an Application

Figure 3.10, “Sample Application output from the /config/apps API” shows sample output for a single
application from the / confi g/ apps API for the applications that have been defined for a single
organization.

"DocTest Co": {
" DocTest Co- DocTesting": {
"Admin App": {

"created": "2017-06-23",

"def aul t scoretype": "Hit/M ss",

"enabl ed": "on",

"folders": [
"Test 01"

|

“tenpl ate": "custont
|
|
|

Figure 3.10. Sample Application output from the /config/apps API
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The fields in application-related JSON output contain but are not limited to the information that you
provide when creating an application using the V-Spark graphical user interface. Figure 3.11, “Creating
an Application in the V-Spark GUI” shows the first dialog used when creating an application in the V-

Spark user interface.

Organization

n Technologies ~

Application Name

Default Score Type

Template Options

Templates
Agent Scorecard -

filters m

Link to Folders

@ Demos =

a ® Hit/Miss Coverage

Demos -

vith custom metadata

Figure 3.11. Creating an Application in the V-Spark GUI

creat ed

def aul t scor et ype

enabl ed

Thedate, in YYYY-MM-DD format, that the application was created.

Thisfieldisadded by V-Spark whenthe applicationiscreated, andisread-only.
"created": "2017-06-23",

The default type of score to use for categories that are created within this
application. Valuesfor thisfield are "Coverage', or "Hit/Miss".

For more information on the meanings of these score types, refer to V-Spark
3.5.0 Application Development Guide.

"defaul tscoretype": "Hit/Mss",

Whether or not thisapplicationisactively scoring new fileuploadsto thefolders
it scores. Vaues are "on" and "off". Disabled ("off") applications can still be
edited and their existing results viewed, but no new results will be created until
the application is re-enabled.
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"enabl ed": "on",
fol ders The name(s) of the folder(s) this application will score.
"folders": [
"Test 01"
|,
tenpl ate The name of the application template on which this application is based, or

"custom" indicating that this application is not based on a pre-defined templ ate.

Thisfield isrequired when creating a new application. The template option
to Copy from existing organization is not supported in the API.

"tenpl ate": "custont

For detailed information about the information that is part of the definition of an application, see the
section entitled " Creating an Application” in the V-Spark 3.5.0 Management Guide. For information about
retrieving and uploading applications using the API, see Chapter 9, Configuring V-Spark Applications.

The excerpt from the output of calling the / confi g/ apps APl shown in Figure 3.10, “Sample
Application output from the /config/apps API” is very similar to the output that you would have received
had you requested about the applications that are associated with an organization by calling an API
URL such as/ confi g/ DocTest Co/ DocTest Co- DocTest i ng/ apps/ Adm n%20App API, as
shown in Figure 3.12, “Sample Application output from the /config/CO_SHORT/ORG_SHORT/apps/
APPNAME API”. This sample output is from a V-Spark installation where the "Doc Test Co" company
and the "Doc Testing" organization (with the company short name, "DocTestCo" and the Organization
short name of "DocTestCo-DocTesting"), and the Application "Admin App" had been defined. (When
supplied as part of aURL, the %20 isrequired in order to URL-encode the spacein the name.) This output
differsonly inthat it does not need to i dentify the short name of the company, organization, and application
that it refersto, since test values were specified in the URL.

{
“created": "2017-06-23",

"defaul tscoretype": "Hit/Mss",
"enabl ed": "on",
“"folders": [

"Test 01"

1

"tenpl ate": "custont
}

Figure 3.12. Sample Application output from the /config/CO_SHORT/
ORG_SHORT/apps/APPNAME API

Note

Application names can contain spaces, which must be URL-encoded by replacing them with
%20 when specifying the name of an application as part of a URL.

3.1.2.5. Sample /config/users JSON Output for a User

I mportant

Users are defined within companies, and are therefore deleted when the company that they
are associated with is deleted.

Figure 3.13, “ Sample User Information from the/config/users API” shows an excerpt that contains sample
output for asingle user fromthe/ confi g/ user s API.
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"Testing": {
"joe.user": {
“auth": {
"disabl ed": false,
"verified": true,
"met hod": "standard"
b
"conmpany”: "Testing",
"enmail": "joeuser @xanple.conf,
"nane": "Joe User",
"pernissions": {
"DocTest Co": {
mall g i
"read",
"wite"
1
b
"Testing": {
mallllme i
"read"
1
"orgs": {
"Testing- Cal | backTest": [

write”

"Testing-ApplicationTesting": [
"write”

Figure 3.13. Sample User Information from the /config/users API

Theidentifier for each user account object isthe username that identifies this account. When creating new
user accounts, keep in mind that the username for each user in V-Spark must be unique to the V-Spark
installation.

The fields in per-user JSON output contain but are not limited to the information that you provide when
registering for auser account using the V-Spark graphical user interface. Figure 3.14, “ Registering for aV-
Spark Account” showsthefirst dialog used when registering for an account in the V-Spark user interface.
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Full Name*

Email*

Username®*

Password®*

Confirm Password*

Figure 3.14. Registering for a V-Spark Account

aut h

The authorization status of this account and authentication method used to verify the
identity of the user when they log in.

"auth": {
"di sabl ed": fal se,
"verified"': true,
"nethod": "standard",

"password": "4s+7yaRf"

i

di sabl ed

verified

met hod

password

Either "false", denoting an active account, or "true", denoting an account
that has been disabled or has not yet been enabled after creation.

Either "false", denoting a requested account that has not yet been
approved, or "true", denoting an account that has been verified and
approved by a System or Company admin.

How the user's identity will be authenticated when they log in. A value
of "standard" indicatesthat internal V-Spark authentication isused. Any
other valueindicates theintegrated authentication method that should be
used.

Only be provided when creating a new account with standard
authentication. This value will serve as the account'sinitial password.
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conpany The short name of the company within which this account exists. Thisis aso referred
to as the account's "home company".

Thisfield isrequired when creating a new account.

"company": "Testing",
emai | The fully qualified email address associated with this account.

Thisfield isrequired when creating a new account. The email address for each user
in V-Spark must be unique to the V-Spark installation.

"email": "joeuser @xanple. cont,
nane The name of the person who uses this account.

Thisfield isrequired when creating a new account.

"name": "Joe User",

perm ssi ons Permissions that this user account has for the companies and organizations in the V-
Spark installation. For detailed information about user permissions, see Section 3.2,
“Permissions and Capabilitiesin the /config/users API”

In the following example, the user account has read and write permissions to all
organizations within the "DocTestCo" company, read permissions to all organizations
within the "Testing" company, and additional write permissions to the "CallbackTest"
and "ApplicationTesting" organizations that are within the "Testing" company.
"perm ssions": {
"DocTest Co": {
all": [
"read",
"write"
]
H
"Testing": {
all": [
"read"
]

"orgs": {

"Testing-Cal | backTest": [
"write”

]

"Testing-ApplicationTesting": [
"write"
|
}
}
}

For information about registering for an account in the V-Spark GUI, see the section entitled "Create a
User Account” inthe V-Spark 3.5.0 Management Guide. For information about types of VV-Spark accounts,
see the section entitled "User Account Types' in the V-Spark 3.5.0 Management Guide.

The output shown in Figure 3.13, “Sample User Information from the /config/users API”, an excerpt
from the output of calling the/ confi g/ user s API, isvery similar to the first part of the output that
you would have received had you called the / confi g/ Test Conpany/ user s APl on a V-Spark
installation where the " Test Company, Inc." company (with the company short name, "Testcompany") had
been defined. The latter call would have returned JSON, as shown in Figure 3.15, “Sample User output
from the /config/CO_SHORT/users API”, which only differs from the previous excerpt in that it does not
need to identify the short name of the company that it refers to, since you have specified that value in
the URL.
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Theidentifier for each user account object isthe username that identifies this account. When creating new
user accounts, keep in mind that the username for each user in V-Spark must be unique to the V-Spark
installation.

{
"joe.user": {
"conpany": "Testing",

“emai |l ": "] oe.user @onpany. cont,
"name": "Joe User",
"auth": {

"di sabl ed": fal se,
"verified": true,
"nmet hod": "standard"
}.
"permni ssions": {
"DocTest Co": {
"all": [
"read",
"wite"
1
H
Yoo
}
}

Figure 3.15. Sample User output from the /config/CO_SHORT/users API

3.1.2.6. Sample /config/system/readonly JSON Output for System

Status

I mportant

Because only the / r eadonl y API exists under / confi g/ syst em there is no more
general / confi g/ system API. Attempting to GET, POST, or DELETE to the /
confi g/ syst emAPI directly will return HTTP error code 400.

Readonly mode enables administrators to perform maintenance or diagnose performance problems while
aV-Spark installation is still running. While a V-Spark system is in readonly mode, no new data can be
processed and no changes can be made to the V-Spark installation. V-Spark can still be used to examine
existing data that has already been processed.

The/ confi g/ syst enl r eadonl y API reports on the readonly status of the system, and displays the
system-wide message that will be shown in V-Spark to notify users that the system has been put into
readonly mode.

{
"nessage": "Sanple nmessage about readonly node",
"status": fal se

}
Figure 3.16. Sample output from the /config/system/readonly API
nmessage When any user logsinto this V-Spark installation while the system isin readonly mode, this

message will be displayed.

"message”: "Sanple nessage about readonly node",

status  If setto"true", the systemisin readonly mode. Putting a V-Spark installation into readonly
mode only affects the V-Spark installation. The rest of the processes on the host where V-
Spark isinstalled continue to operate normally.
If set to "false”, the system is not in readonly mode.

"status": false
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3.2. Permissions and Capabilities in the /config/
users API

This section discusses permissions and capabilities that are specific to the/ conf i g/ user s API. For
general information about the authorization tokens that are used by the V-Spark API, see Section 1.2, “V-
Spark API Permission Requirements’. For general information about the authorization tokensthat are used
by the V-Spark API, see Section 1.2, “V-Spark APl Permission Requirements’.

As an administrative API, the/ conf i g/ user s API provides capabilities that are specific to itsuse in
the context of aV-Spark installation and which make the API easier to usein an enterprise environment of
any size. The next few sections discuss aspects of the/ conf i g/ user s API that are particular to both
that API and to its use as a programmatic mechanism for configuring V-Spark in a corporate environment.

3.2.1. V-Spark Permissions and the /config/users API

The / confi g/ users APl enables you to set the read/write permissions (referred to as Vi ew and
Creat e/ Edi t permissions, respectively, within the V-Spark GUI) for each user within three different
SCOpeS:

e System admin - asystem administrator role that gives a user read/write permissions to any aspect of a
V-Spark installation that can be configured within the V-Spark GUI. This enablesthem to create, delete,
and modify V-Spark users, companies, and organizations, as well as add system-wide announcements
or put the system into read-only mode. Figure 3.17, “Sample User JSON for a System Administrator”
shows sample JSON that describes a user with system administrator permissions. Note that system
administration permissions arein a special section that islabeled syst em

In Figure 3.17, you'll note that thereisno Vi ew (read) permission inthe Syst em adni n group. That
is because ther ead permission isinherently available at the system level when a user already has the
privilegeto Cr eat e/ Edi t (write) to any part of the V-Spark configuration data.

"DocTest Co": {
"test.user.01": {
"nane": "System Administrator"”,
"emai | ": "test.user.O0l@onpany. conl',
"conpany": "DocTest Co",
"auth": {
"verified": false,
"di sabl ed": false,
"net hod": "standard"
}
"perm ssions": {
"systent': [
"wite"
|
}
oo
oo

Figure 3.17. Sample User JSON for a System Administrator

» company-level permissions - gives a user View and Create/Edit permissions within the specified
company. Write permission enables the user to create and add users to that company, and set the
permissions of those users. Write permissions at the company level aso grant the ability to create and
edit organizations, folders, and applications within the company. Read permission enables the user to
view dashboards and transcripts for any existing or newly created organization within the specified
company. Figure 3.18, “ Sample User JSON with Company-Level Permissions’ shows the JSON for a
user with company-level permissions for the company DocTest Co.
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"manual . user.03": {
"auth": {
"di sabl ed": fal se,
"verified"': true,
"nmet hod": "standard"
h
"conpany”: "DocTest Co",
“emai | ": "manual . user.03@onpany. cont,
"name": "Manual User 03",
"perm ssions": {
"DocTest Co": {
all " [
"read",
"wite"

Figure 3.18. Sample User JSON with Company-L evel Per missions

 organization-level permissions - gives a user View and Create/Edit permissions within the specified
organization. Write permission enables the user to create and modify folders and applications that are
associated with that organization. Read permission enables the user to view dashboards and transcripts
for that organization. Figure 3.19, “ Sample User JSON with Organization-Level Permissions’ showsthe
JSON for auser with organization-level permissionsfor theorganization Doc Test Co- DocTest i ng.

"manual . user. 03": {
"auth": {
"di sabl ed": fal se,
"verified": true,
"met hod": "standard"
}.
"conpany": "DocTest Co",
“emai | ": "nanual . user. 03@onpany. cont',
"nane": "Manual User 03",
"perm ssions": {
"DocTest Co": {
"orgs": {
"DocTest Co- DocTesti ng": [
"read",
"wite"

Figure 3.19. Sample User JSON with Organization-L evel Permissions

V-Spark provides a sophisticated and easy-to-use API for creating companies, organizations, and users.
The GUI also makesit very easy to set and modify user permissions. See the"V-Spark 3.5.0 Management

Guide" for detailed information about using the GUI.

I mportant

When viewing or modifying user permissions via the APl but verifying them in the GUI,
you must be logged in to the GUI as a user who is authorized to see any changes that have
been made. Y ou will only be able to see changes that have been made at alevel that is equal

to or lower than your current authorization level.
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3.2.2. Differences between GET and POST JSON for the /
config/users API

The/ confi g/ user s API supports additional name/value pairs that can be used as part of your JSON
input when programmatically creating user accounts. These fields are in addition to those shown in
Figure 3.13, “Sample User Information from the /config/users API”:

passwor d Enablesyouto specify the password that will be assigned to auser account whenitiscreated.
An example of specifying a password using thisfield is the following:

"password": "changene",

If the passwor d field is not included in the aut h section of the JSON for a user, a
reset password link will be emailed to the new user. Figure 3.20, “Sample User JSON
Including aPassword Field” shows sample JSON for a user who has system administration
permissionsfor their home company (Doc Test Co, inthiscase) and hasadefault password
of changene. See Section 3.2.1, “V-Spark Permissions and the /config/users API” for a
discussion of user permissions and rolesin the API.

{

"test.user.02": {

"nane": "Conpany-Level Administrator",
"emai | ": "test.user.02@xanpl e. cont',
"conpany": "DocTest Co",
"auth": {

"verified": true,

"di sabl ed": fal se,

"met hod": "standard",

"password": "changene"

Lo
"perm ssions": {
" DocTest Co": {
all": [
"read",
"write"

Figure 3.20. Sample User JSON Including a Password Field

net hod Enablesyou to specify the authorization method that will be used to verify the user'sidentity
when they log in. This name must have one of the following values:

standard forinterna V-Spark authorization

| dap For external authorization through a Lightweight Directory Access Protocol
server such as Microsoft Active Directory.

Thisoptionisonly useful when you are creating anew account. Oncethe user's authorization
method has been set, it cannot be changed.

I mportant

When creating a user account that will be integrated with an externa
authorization mechanism, the User name for the account that you are creating
must be the samein V-Spark asit isin the external authorization mechanism.
This username may be a simple username, an email address, or a "user
principle name" (UPN), depending on the service.

© 2019, Voci Technologies, Inc. Proprietary and Confidential 29



Chapter 3. Retrieving and Updating V-Spark Information Using the V-Spark 3.5.0 API

3.3.

3.3.1.

The additional name/value pair(s) discussed in the previous list can also be used in JSON input that is
provided to callsto the/ conf i g/ CO- SHORT/ user s API. The primary difference between the JSON
that isprovided in callsto that APl andtothe/ conf i g/ user s APl isthe JSON that isprovidedin calls
tothe/ confi g/ user s APl must specify the company under which each user isto be created.

Using the /config APl with cURL

The next few topics discuss how to retrieve configuration information for V-Spark using the/ confi g
API's GET method, how to create or update V-Spark configuration information using the/ conf i g API's
POST method, and how to delete V-Spark configuration information using the/ conf i g API'sDELETE
method.

If you are unfamiliar with the cURL command, see Section 1.3, “Using cURL for REST API Testing” for
ashort introduction and an explanation of how cURL examples are displayed. See Section 1.3.2, “Tipsfor
Debugging and Managing cURL Calls’ for suggestions about how to debug and manage cURL calls.

GET'ing Information Using cURL and the /config API

This section discusseshow to usethe/ conf i g API to retrieve configuration information from a specified
V-Spark installation. A sample cURL command to retrieve information about all of the organizationsin
aV-Spark installation is the following:

curl -s $PROTOCOL: // $HOST: $PORT/ conf i g/ or gs?t oken=TOKEN

The variablesin this command are the following:

PROTOCCL The protocol that your V-Spark installation uses to communicate over the network, one of
htt p or ht t ps. V-Spark installations use the ht t p protocol by default.

HOST The host on which your V-Spark installation is running, specified by host name or 1Pv4
IP address.
PORT The network port that the V-Spark installation is listening on. The default is port 3000,

which must till be specified in V-Spark REST API calls.

TOKEN Anauthorization tokenthat enablescallstothe/ conf i g API to accessall datainaV-Spark
installation. If you are using cCURL to use the API to retrieve or modify information that is
associated with a specific company, you can provide that company's authorization token to
authorize your access. If you are requesting higher-level information, you can always use
the V-Spark installation's root token to obtain the information that you are requesting. The
root token for a default V-Spark installation is located in the file/ opt / voci / st at e/
vspar k/ api t oken. Finding a company's authorization token is shown in Figure 1.1,
“Location of a Company Authorization Token”.

Notethat no REST verb (GET, POST, DEL ETE) hasbeen specified in the preceding cURL command. That
is because the cURL command defaults to performing a GET operation when no REST verb is specified.

As an example, the cURL command to use the HTTP protocol to retrieve configuration information for
the organizations that have been defined in aV-Spark installation on the host exanpl e. conpany. com
isthe following:

curl -s http://exanpl e. conpany. com confi g/ or gs?t oken=123456789012345678901234567890123

The previous curl commands retrieved information about all of the organizations within an entire V-Spark
installation, and therefore required providing the root token for that installation. To retrieve information

30

Proprietary and Confidential © 2019, Voci Technologies, Inc.



Using the V-Spark 3.5.0 API Chapter 3. Retrieving and Updating V-Spark Information

about organizations within a specific company, you can use that company's token, so an example would
be the following:

curl -s http://exanpl e. conpany. conf confi g/ CO_SHORT/ or gs?t oken=conpany- t oken

See Section 1.2, “V-Spark APl Permission Requirements’ for information about retrieving the type of
token that you want to use.

When calling the config API and providing entries that you want to create or modify in JSON format, you
must make surethat you are calling the APl with JSON that correspondsto the URL that you are specifying.
For example, the/ confi g/ users APl can aso be called as/ conf i g/ CO_SHORT/ user s to get
information about the users within aspecific company. When calling the/ conf i g/ user s API to create
or modify user information, the user information must be top-level JSON information about the company
with which you want to associate the user, as shown in Figure 3.21, “Sample User JSON for use with
the /config/users API”.

"DocTest Co": {
"test.user.07": {
"nane": "Anot her Automated Test User",

"emai |l ": "test.user.07@xanpl e.cont,
"conpany": "DocTest Co",
"auth": {

"verified': false,
"di sabl ed": fal se,
"nmethod": "standard"
}.
"permi ssions": {
"DocTest Co": {
"all": [
"read",
"write"
I
}
}

}
Figure 3.21. Sample User JSON for use with the /config/users API

When calling the / conf i g/ CO_SHORT/ user s API to create or modify user information, the user
information must be top-level JSON information about the user, and does not need to nest the user
information within the company information, because you are specifying the company that the user is
associated with as part of the URL. Figure 3.22, “ Sample User JSON for use with the/config/CO_SHORT/
users API” shows the same information about a user that was shown in Figure 3.21, “Sample User JSON
for use with the /config/users API”, except that the JSON in Figure 3.22 does not need to nest the user
information within a company identifier.

{
"test.user.07": {
"auth": {
"di sabl ed": false,
"verified": true,
"met hod": "standard"
b
"conpany": "DocTest Co",
"emai | ": "test.user.07@xanpl e.cont',
"nane": "Another Autonated Test User",
"perm ssions": {
"DocTest Co": {
"all": [
"read",
"wite"

oo
}

Figure 3.22. Sample User JSON for usewith the /config/CO_SHORT /users API
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3.3.2.

3.3.3.

If you deliver JSON at thewrong level to any V-Spark API, you will receive an error code (400). Ensuring
that you have sent the level of JSON that corresponds to the APl URL call that you are making is the
first thing that you should check when an API call is failing and you are sending JSON that you know
to bevalid.

POST'ing Information Using cURL and the /config
API

Usethe/ confi g API to update the configuration of aV-Spark installation.

Note

The/ confi g/ syst emAPI does not accept POST requests. At thistime, the/ conf i g/
syst emAPI only returns system read only settings and read only settings must be updated
directly using the/ conf i g/ syst eni r eadonl y API.

The cURL commands to POST data to the V-Spark APl are dightly more complex than commands to
GET or DELETE portions of aV-Spark installation. As an example, a sample cURL command to use the
JSON fileconfi g. j son to make sure that the companies that it describes are defined in the V-Spark
installation on the host exanpl e. conpany. comisthe following:

curl -s -X POST -H "Content-Type: application/json" \
"http://exanpl e. conpany. conm confi g?t oken=TOKEN' --data @onfig.json

When using cURL and a command like this one to POST data to a host, the information about the
protocol, host, and port is required, as is the t oken that ensures that you have rights to access the V-
Spark installation.

Y ou must aso use the following cURL options:
- X Identifies the request method to use (POST) when communicating with the target HT TP server
- H ldentifiesthetype of content that you are sending ( " Cont ent - Type: appl i cati on/j son").

-d Identifies the data that you are sending to the HTTP server. File names must be preceded by an @
symbol. Y ou can also usethe- symbol after an @symbol to indicate that the datato send to the HTTP
server will be coming from standard input on your system (such as when a cURL POST command
uses a pipe to receive data from another application).

ThecURL command's- s command-line argument isoptional, causing the cURL command to runin silent
mode, where it does not display progress information or error messages.

Data that is written to a V-Spark installation is additive - if some of the objects that are described by
portions of the data that you are writing already exist, they will be updated (if necessary) to reflect their
descriptions in your JSON data. Only objects that do not exist will be created. Objects that already exist
but are not described in your JSON input will be preserved in their current configuration.

DELETE'ing Information Using cURL and the /config
API

Usethe/ confi g API to delete information about companies, organizations, folders, applications, and
users.
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The cURL commandsto DELETE V-Spark configuration datausing the V-Spark API enableyou to delete
all, or specified, companies, organizations, folders, and applications. These commands do not require
JSON data as an input, but simply require that you identify the object or objects that you want to delete.
The/ conf i g API's DELETE methods provide two options that enable you to refine the scope of what
is being deleted:

tree  This parameter is optional, and is only used with the DELETE verb. Companies that contain
users & organizations and organizations that contain folders & applications are not considered
to be empty. By default, only empty elements may be deleted from a V-Spark installation.

true  Non-empty companies and organizations will be deleted.
fal se Non-empty companies and organizations will not be deleted.

To delete anon-empty element witht r ee, youwill lsoneedtosetmul ti tot r ue to enable
multiple itemsto be deleted at once.

mul ti  Thisparameter isoptional, and isonly used with DELETE verb. By default, you can only delete
asingleitem at onetimein aV-Spark installation.

true  Multiple items may be deleted at the same time as the result of a single DELETE
request

fal se Multipleitemsmay not be deleted at the sametime, and must be deleted using multiple
DELETE requests

For example, a cURL command to delete the single folder Test 01 and everything below it is the

following:

curl -s -X DELETE exanpl e. conpany. coml conf i g/ DocTest Co/ DocTest Co/ Test 01\
?t oken=123456789012345678901234567890123

In this example command, you are only deleting a single folder, so you do not need to specify the
nmul ti =t r ue parameter. You do not need to specify thet r ee=t r ue options because there is nothing
that is hierarchically under asingle folder.

As another example, a cURL command to delete all folders and everything below them is the following:

curl -s -X DELETE exanpl e. conpany. coni confi g/ fol ders \
?t oken=123456789012345678901234567890123&ul ti =t r ue

In this example, you do not need to specify thet r ee=t r ue parameter because nothing is hierarchically
located under afolder, but you do need to specify thenul t i =t r ue parameter because you are deleting
all foldersthat exist on the target host.

When using cURL to DELETE data from a host using the / conf i g API, you must use the following
CURL option:

- X Identifies the request method to use (DELETE) when communicating with the target HTTP server

The cURL command's- s optionsis optional, causing the cURL command to run in silent mode, in which
it does not display progress information or error messages.

3.3.3.1. Getting DELETE Status Information

The JSON returned by GET callstothe/ conf i g API for companies, organizations, and folders include
ast at us field that provides high-level status information about the object that you are enquiring about.
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This is useful for long-running operations such as a DELETE operation. The value of the st at us field
will be one of the following:

X No operations are in progress regarding the queried object
del eti ng The queried object isin the process of being del eted
del eting (XX% In long-running deletion tasks for companies and organizations, the queried

object isin the process of being deleted and shows the approximate percentage
(asan integer value) of the delete operation that has completed

Figure 3.23, “Folder Status When No Delete OperationisIn Progress’ shows sample JSON that isreturned
by acall tothe/ conf i g/ COSHORT/ ORGSHORT/ FOLDER API when no delete operationisin progress.

"servers": [
"asrsrvrl”
|

"nspeakers": 2,

"audi ot ype": "Stereo",
"created": "2017-09-05",
"purifyaudio": false,
"purifytext": true,

"nodel chan0": "engl:callcenter"”,
"status": "OK",

"nodel chanl": "spal:callcenter"”,
"agentchan": 0,

"nmode": "active",

“cal | back": {},

“apps": [],

"asroptions": {},

"custom neta": []

}
Figure 3.23. Folder Status When No Delete Operation isln Progress

Figure 3.24, “Folder Status When a Delete Operation is In Progress’ shows sample JSON that is returned
by acall tothe/ conf i g/ COSHORT/ ORGSHORT/ FOLDER API when adelete operation isin progress.

"servers": [
"asrsrvrl"

I,

"nspeakers": 2,

"audi otype": "Stereo",

"created": "2017-09-05",

"purifyaudi o": false,

"purifytext": true,

"nmodel chan0": "engl:callcenter”,

"status": "deleting",

"nmodel chanl": "spal:callcenter",

"agentchan": 0,

"node": "active",

"cal | back": {},

“apps": [],

"asroptions": {},

"customneta": []

}
Figure 3.24. Folder Status When a Delete Operation isln Progress

After using the/ conf i g API'sDELETE method, itisagood ideato call the/ confi g API'sGET verb
for the object that you requested deletion of . If the GET call returns JSON likethat shownin Figure 3.24, the
folder isin the process of being deleted. If thecall returns"Fol der not found: FOLDERNAME", you
can be sure that the DELETE operation has completed. When calling the/ conf i g API to get DELETE
statusinformation, youwill therefore need to test for both asuccessful return code (where JSSON isreturned,
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and the st at us field in that JSON isone of OK, del et i ng or del et i ng( NN) and areturn message
which indicates that the queried object does not exist, and has therefore already been deleted. The return
message del et i ng( NN) can be returned when deleting companies or organizations, where NN is an
integer value that gives an estimate of the percentage of the delete operation that has compl eted.

3.4. Using the /config APl with Python

Section 3.3, “Using the /config APl with cURL” and subsequent sections explained how to accessthe V-
Spark API from the command-line by using the cURL command. Thisisacommon way of integrating AP
callsinto scripts and V-Spark maintenance processes, but calling the API directly from application codeis
equally common. The next few sections provide examples of using the GET, POST, and DELETE verbs
withthe/ conf i g API from within applicationsthat are written using the Python programming language.

3.4.1. GET'ing Information Using Python and the /config
API

Figure 3.25, “Sample Python code to query the /config API” shows example Python code that takes
multiple parameters, and which enables you to retrieve information from a specified portion of the /
conf i g API. This code takes the following parameters, in order:

HOST The hostname of IP address of the host that is running the V-Spark installation
which you want to query

ROOT_TOKEN Theroot token for the V-Spark installation that you are querying. Theroot token
foraV-Spark installationisstored inthefile/ opt / voci / st at e/ vspar k/
api t oken

APl - TO- CALL You can use the example code to call any aspect of the / confi g API.

For example, you could pass / confi g, / confi g/ orgs, and so on, or
explicitly request information about a specific company by passing/ conf i g/
DocTest Co (if DocTestCo is a valid company on the V-Spark installation
that you are querying).

HTTP_CODE _TARGET Thisisthe HTTP return code that you expect to receive, and is only used in
this example so that you can display its value and visually compare it against
what you received from the actual API call to determineif your API call worked
correctly. Y ou could expand your code to react appropriately if you received an
HTTP return code other than this one.

QUTPOST_FI LE The file to which you want to write the JSON that you retrieved. The sample
code also pretty-prints this JSON, to make it easier to read.
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3.4.2.

#! [ usr/bi n/ env python

# Copyright 2017 Voci Technol ogies, Inc. Al rights reserved.
# Contains confidential conpany infornation.
# Unsupported exanple code - Not for production use.

i nport sys

i mport json
inport urllib2
i mport requests

# default val ues

#

PROTOCOL = “http://"
PORT = "3000"

if ( len(sys.argv) !'=6): (1)

print " Usage:", sys.argv[0], "HOST APl _ROOT_TOKEN APl _TO CALL HTTP_CODE TARGET QUTPOST_FILE"
sys.exit(-1)

el se:

# get cmdline parans
HOST, ROOT_TOKEN, APl _TO CALL, HTTP_CODE TARGET, OUTPOST_FILE = sys.argv[1:]

# Define the URL in a single variable for JSON | oad (2]

url =

print

print "

"U%s%s: YsUs?t oken=%" % (PROTOCOL, HOST, PORT, API_TO CALL, APl _ROOT_TOKEN)

"Checking " + API_TO CALL + " on " + HOST + " and witing output to " + OUTPCST_FILE
URL is " + url

response = requests.get(url) (3]

print '

SUMMARY (GET): ' + APl _TO CALL, ': HTTP nessage: ', \
response.reason, ' HITP return code: ', \
str(response. status_code), ' expected ' + HTTP_CODE_TARGET

target = open(OUTPOST_FILE, 'w)

# To get output data, return a python object and dunp it to a string
# that is a JSON representation of that object

data = json.load(urllib2. urlopen(url)) (4]

# pretty-print the result
target.wite(json.dunps(data, indent=4, sort_keys=True))

target.close()

Figure 3.25. Sample Python codeto query the/config API

The sample code shown in Figure 3.25, “Sample Python code to query the /config API” is one of the
applications that are used to help test the / conf i g API that is discussed in this section. Therefore, its
focusison providing simple, linear code that shows how to get datafrom a specified host. The major steps
in this sample Python application are the following:

(2]
(3]
o

Check if the right number of command-line arguments have been provided, assign them to
appropriate variables if so and identifying the expected argumentsif not.

Assemble the URL that you will use to call the specified AP

Make the get request to the V-Spark installation on the host that you specified on the command-line
so that you can get the HTTP response and return code to display in an output message

Issue the get call in another fashion so that you can retrieve the JSON that it returns and pretty-print
that to afile.

Integrating Multiple GET Results Using Python

To read datafrom aV-Spark installation, you can use the root token, but that's analogous to running every
Linux command as the superuser - it is cleaner to use the authorization token that is associated with each
company.

Figure 3.26, “ Sample Python code to combine data read from the /config API” provides example code
that enables you to explore aV-Spark installation by using the top-level JISON configuration datafor aV-
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Spark installation along with the JSON that describes all of the folders in the V-Spark installation. Y ou
could use the sample code shown in Figure 3.25, “ Sample Python code to query the/config API” to extract
the JSON information that you need by executing the following two commands, assuming that the code
shown in Figure 3.25, “ Sample Python code to query the/config API” has been saved to thefileconf i g-
get -i nfo. py.

Once you have retrieved the JSON for the companies and folders that have been defined in the V-
Spark installation on the host exanpl e. conpany. com you can combine these two aspects of JSON
configuration information about your V-Spark install ation to explore that installation. Sample Python code
that enables you to do thisis shown in Figure 3.26, “ Sample Python code to combine data read from the /
config API”. This example merits awalkthrough of the code.

#! [/ usr/ bi n/ env python

Copyright 2017 Voci Technol ogies, Inc. Al rights reserved.
Cont ai ns confidential conpany information.
Unsupported exanpl e code - Not for production use.

Application that reads conpany and fol der information about a
product installation on a specified host, then uses the conpany's
short nane to link the two. The application then prints a
hierarchical listing of available conpanies (each with its

associ ated aut horization token), the organi zations wthin those
conpani es, and the fol ders within those organi zations.

o OH OH OH OH W OH R H R

inport requests

def usage(argv):
print "Usage:", argv[0], "<sparkhost:port> <root token>"
exit(1)

def main(argv): (1]
if len(argv) != 3: usage(argv)
host, token = argv[1:]
tokens = gettokens(host,token)
folderinfo = getfolderinfo(host, token)
printfolders(host, folderinfo, tokens)

def gettokens(host, token): (2]
url = "http:// %/ config?token=%" % (host, token)
cfg = requests.get(url).json()
return dict([(conp,d['uuid ]) for conp,d in cfg.iteritens()])

def getfol derinfo(host, token): (3]
url = "http:// %/ config/folders?token=%" % (host, t oken)
return requests.get(url).json()

def printfol ders(host, folder_info, tokens):

for conp, conp_data in folder_info.iteritens(): (4]
print conp+" (Token: "+tokens[conp]+")"
for org, org_data in conp_data.iteritens(): (5]
print "\t", org

for folder, folder_data in org_data.iteritens(): (6]
print "\t\t", folder

if _name__ =="'__min__":
fromsys inport argv
nei n(argv)

Figure 3.26. Sample Python code to combine data read from the /config API

The sample code shown in Figure 3.26, “ Sample Python code to combine data read from the /config API”
does the following:

© Thenai n function provides a traditional main routine that shows the order in which functions are
called in the application
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3.4.3.

® Usesthe/ confi g API to retrieve the top-level configuration information from the host that was
specified on the command-line, and returns a dictionary that contains only the company names and
their associated authorization tokens (stored in the uui d field of the per-company information).

® Usesthe/confi g/ fol ders API to retrieve the folder-level configuration information from the
host that was specified on the command-line

O Initiatesthe primary loop for the application, which is controlled by the companiesthat werefound in
the information that was retrieved from the host specified on the command-line. Each company has
an associated authorization token (originally stored intheuui d name/value pair), which isthe other
field for each company entry in the dictionary that was constructed in the get t okens () function.
The short name for each company is the data item in the company JSON that provides the linkage
between the datafrom the company and folder sources. Thisloop prints out the name of each company
that was found on the remote V-Spark installation and its associated authorization token.

O Initiatesasecondloop for the application, whichiscontrolled by the organi zations that wereretrieved
in the company information which was retrieved from the host specified on the command-line. This
loop prints the name of each organization that was found under the current company.

O Initiates the final internal loop that iterates through all of the folders that are associated with each
organization that was retrieved in the company information which was retrieved from the host
specified on the command-line. This loop prints the name of each folder found under the current
organization.

After thefinal pri nt entry inthe code shownin Figure 3.26, “ Sample Python code to combine data read
from the /config API”, you could expand this sample application for testing purposes by adding other API
calls at this point that would require company, authorization token, organization, and folder information.

The sample application shown in Figure 3.26, “ Sample Python code to combine dataread from the /config
API” is provided as an example that shows how you can programmatically integrate the JSON output
that you receive regarding different aspects of a V-Spark installation. As noted in the comments at the
beginning of the source code, this code is only provided as an example.

POST'ing Information Using Python and the /config
API

Usethe/ confi g API to update the configuration of aV-Spark installation.

Note

The/ confi g/ syst emAPI does not accept POST requests. At thistime, the/ conf i g/
syst emAPI only returns system read only settings and read only settings must be updated
directly using the/ conf i g/ syst eni r eadonl y API.

This section provides sample Python code that shows how to put information from a sample JSON file to
the V-Spark installation on the host that you provide as a command-line argument. Y ou can prepare this
JSON file manually, or you can use Python code like that shown in Figure 3.25, “ Sample Python code to
query the /config API” to retrieve V-Spark configuration from a V-Spark installation on another host.
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#! [ usr/ bi n/ env pyt hon

# Copyright 2017 Voci Technol ogies, Inc. Al rights reserved.
# Contains confidential conmpany information.
# Unsupported exanpl e code - Not for production use.

i nport sys
inport json
i mport requests

# default val ues
PROTOCOL = "http://"
PORT = "3000"

if ( len(sys.argv) !=6 ): o
print " Usage:", sys.argv[0], "HOST ROOT_TOKEN APl _TO CALL TARGET_HTTP_CCDE | NPOST_JSON FI LE"
sys. exit(-1)

el se:
HOST, ROOT_TOKEN, APl _TO CALL, TARGET_HTTP_CODE, |NPOST_JSON FILE = sys.argv[1:]

# Define the URL in a single variable for JSON | oad (2]
url = "%%: %%& oken=%" % (PROTOCOL, HOST, PORT, API_TO CALL, ROOT_TOKEN)

print "Checking " + API_TO CALL + ", POST'ing input from" + | NPOST_JSON FILE
print " Wole URL: "+url

wi th open(! NPOST_JSON FI LE) as json_file: ©
json_data = json.load(json_file)

response = requests. put(url, data=json.dunps(json_data)) (4]

print ' SUMMARY (POST): ' + API_TO CALL, ': HTTP nessage: ', response.reason, ' HITP return code: ',
str(response. status_code), ' expected ' + TARGET_HTTP_CODE

Figure 3.27. Sample Python codeto write (POST) data with the/config API

The sample code shown in Figure 3.27, “ Sample Python code to write (POST) data with the /config API”
is one of the applications that are used to help test the / conf i g API that is discussed in this section.
Therefore, itsfocusison providing simple, linear code that shows how to put data to a specified host. The
major steps in this sample Python application are the following:

© Check if the right number of command-line arguments have been provided, assign them to
appropriate variables if so and identifying the expected argumentsif not.

0@ Assemblethe URL that you will useto call the specified API

©®  Open the JSON file that was specified on the command-line (and which contains that data that you
want to POST to the specified host). Read that JSON into a JSON object.

O Call thespecified URL, passing the JSON object asaparameter. Next, print asummary that identifies
the AP that the program called, the HTTP message and return cod that the call returned, and prints
the expected return code that you provided as a parameter.

Some examples of calling this Python script from the command-line are the following:

e config-put-tests.py exanpl e.conpany.com 123456789012345678901234567890123 /confi g/ orgs 200 \
config-orgs.json

Enablesyou to write the organi zation-level JSON configuration information stored inthefileconf i g-
or g. j son to the V-Spark installation of the host exanpl e. conpany. comusing the root token
123456789012345678901234567890123, and also saysthat you expect that command to return
success (HTTP error code 200).

e config-put-tests.py exanpl e.conpany. com 123456789012345678901234567890123 /config 200 \
config.json

Enables you to write the company-level (top-level) JSON configuration information stored in the file
confi g.j sontotheV-Spark installation of thehost exanpl e. conmpany. comusingtheroot token
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123456789012345678901234567890123, and also saysthat you expect that command to return

success's (HTTP error code 200).

3.4.4. DELETE'ing Information Using Python and the /

config API

Usethe/ confi g API to delete information about companies, organizations, folders, applications, and

USErs.

This section provides sample Python code that shows how to delete all configuration information at a
certain level of the product or a specific company, organization, folder, or application by specifying the
full hierarchy of that object as part of the API that you specify on the command-line for this application.
Y ou do not need to provide a JSON file as one of the argumentsto the delete operation - only the full path

to the object that you want to delete is required.

#! [ usr/ bi n/ env python

# Copyright 2017 Voci Technol ogies, Inc. Al rights reserved.
# Contains confidential conmpany information.
# Unsupported exanple code - Not for production use.

inport sys
i nport requests

# default val ues
PROTOCOL = “http://"
PORT = "3000"

if ( len(sys.argv) !=6 ): (1]
print " Usage:", sys.argv[0], "HOST ROOT_TOKEN APl _TO CALL TARGET_HTTP_CCDE EXTRA_PARAMS'
sys.exit(-1)
el se:
# get cndline parans
HOST, ROOT_TOKEN, APl _TO CALL, TARGET_HTTP_CODE, EXTRA PARAMS = sys.argv[1:]

# Define the URL in a single variable for JSON | oad (2]
url = "%%: %% ?t oken=%%" % (PROTOCOL, HOST, PORT, API_TO CALL, ROOT_TOKEN, EXTRA_PARAMS )

print "Deleting based on " + API_TO CALL
print * URL is ", url

response = requests.delete(url) (3]

print * SUWARY (DELETE): ' + API_TO CALL, ': HTTP nessage: ', response.reason, ' HITP return code: ',

str(response. status_code), ' expected ' + TARGET_HTTP_CODE

Figure 3.28. Sample Python codeto delete data using the /config API

The sample code shown in Figure 3.28, “ Sample Python code to delete data using the /config API” isone
of the applicationsthat are used to help test the/ conf i g API that isdiscussed in this section. Therefore,
its focusis on providing simple, linear code that shows how to delete data to a specified host. The major

steps in this sample Python application are the following:

©® Check if the right number of command-line arguments have been provided, assign them to

appropriate variables if so and identifying the expected argumentsiif not.

® Assemblethe URL that you will useto call the specified API. Remember that you have to pass the
&mul t i =t r ue parameter if you are trying to delete an object that contains multiple other objects,
the & r ee=t r ue option if you are trying to delete an object that has one or more descendants, or

both parametersif both of these are true.

©® Call the specified URL, and print a summary that identifies the API that the program called, the
HTTP message and return code that the call returned, and prints the expected return code that you

provided as a parameter.
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Some examples of calling this Python script from the command-line are the following;:

e config-delete-tests.py exanpl e. conpany. com 123456789012345678901234567890123 / confi g/ orgs 200 \
"&nmul ti=true&tree=true"

Enables you to delete the organizations from the V-Spark installation of the host
exanpl e. conpany. comusing the root token 123456789012345678901234567890123,
and also says that you expect that command to return success (HTTP error code 200). (The extra
parametersare passed correctly to the Python script, which just appendsthemtothe ?t oken parameter.)

e config-put-tests.py exanpl e. conpany. com 123456789012345678901234567890123 \
/ confi g/ DocTest Co/ DocTest Co- DocTest i ng/ Test01 200 ""

Enables you to delete the folder Test 01 from the docTest Co- DocTest i ng organization under
the Doc Test Co from the V-Spark installation of the host exanpl e. conpany. comusing the root
token 123456789012345678901234567890123. The command also says that you expect that
command to return success (HTTP error code 200).

3.5. Listing Configuration Information

The/ | i st API provides high-level configuration information about aV-Spark installation. The/ | i st
API provides the names of items within the configuration of a V-Spark installation and does not include
the detailed configuration information that the/ conf i g API'sGET verb provides. The/ | i st API does
not support any REST verb other than GET.

3.5.1. Reference for the /list API

The/ | i st APl enablesyou to read (GET) the names used in the configuration of aVV-Spark installation.
Synopsis

/i st

/list/users

/list/orgs

/list/fol ders

/1ist/apps

/i st/ CO SHORT/ users

/list/CO SHORT/orgs || /Iist/CO SHORT
/1ist/CO SHORT/ fol ders

/i st/ CO_SHORT/ apps

/1i st/ CO_SHORT/ ORG _SHORT/fol ders || /i st/CO SHORT/ ORG_SHORT
/i st/ CO_SHORT/ ORG_SHORT/ apps

As shown in the synopsis, callsto the V-Spark / 1 i st API can include optional entries that enable you
to specify the short name of a company (CO_SHORT) and the short hame of an organization within a
company (ORG_SHORT) to limit the amount of information that you are retrieving, updating, or adding.
See Section 3.1.1.1, “Refining by Companies, Organizations, Folders, and Apps’ for more information.

Cadlls to the V-Spark APl without specific company or organization values return all of the name
information for the part of the API that you are calling. In other words, acall to/ | i st/ DocTest Co
only returns information about the organizations under the company whose short name is "DocTestCo".
A cdl to/1i st returnsinformation about al of the companies that have been defined in the V-Spark
installation that you are querying.

Description

The preceding calls can GET the following types of name-level information about a V-Spark installation:
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/1ist Returns information about companiesin aV-Spark installation
/1ist/users Returnsinformation about any usersthat have been defined in aV-Spark installation

/1ist/orgs Returnsinformation about the organi zati onsthat have been defined under companies
inaV-Spark installation

/1ist/folders Returnsinformation about the folders that have been defined under organizations
inaV-Spark installation

[1ist/apps Returnsinformation about any apps that have been defined in aV-Spark installation

See Section 1.1, “Overview of the V-Spark Hierarchy” for information about how a V-Spark installation
is hierarchically organized.

Options

(None)

Content Types

» GET method returns JSON formatted data with the "text/html" MIME type

» Errorswill be returned with the "text/html" MIME type

3.5.1.1. Sample JSON Output from the /list API

The/ 1 i st API returnsahigh-level JSON representation of the V-Spark installation that is being queried.
The following sections describe the JSON output from the / 1i st API for each aspect of a V-Spark
installation:

» Section 3.5.1.1.1, “Sample /list JISON Output for Companies”

» Section 3.5.1.1.2, “Sample/list/orgs JSON Output for a Company”

e Section 3.5.1.1.3, “Sample /list/folders JSON Output for a Company”
» Section 3.5.1.1.4, “Sample /list/apps JISON Output”

» Section 3.5.1.1.5, “Sample /list/users JISON Output for an Installation”

3.5.1.1.1. Sample /list JSON Output for Companies

The following is an example of output produced by the /I i st API for the companies in a V-Spark
installation:

[
" Test Conpany",
"Testing",
" DocTest Co",
"WebAPI Test ",
"Li m t edhour s",
" JWebAPI Test "

1

The /1i st API enables code to quickly extract a high-level view of the companies in a V-Spark
installation, but does not itself provide enough information for you to drill down into that installation.

3.5.1.1.2. Sample /list/orgs JSON Output for a Company

The following is sample output for a single company fromthe/ | i st/ or gs API:
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"DocTest Co": [
" DocTest Co- DocTest i ng"
1....

In the same way that you can usethe/ conf i g/ CO_SHORT/ or gs API to retrieve information about the
organizations within a company in a V-Spark installation, you can usethe/ | i st/ CO_SHORT/ or gs
API to retrieve the names of the organizations within a company, as shown in the following example,
which was produced by calling the / | i st/ DocTest Co/ or gs URL, and lists the organizations that
have been defined within a sample company known as Doc Test Co:

[
1

" DocTest Co- DocTest i ng"
Tip

This example was produced by passing /| i st/ DocTest Co as the APl - TO- CALL
parameter to the sample code shown in Figure 3.25, “Sample Python code to query the /
config API”. Though the discussion of that examplein Section 3.4.1, “GET'ing Information
Using Python and the /config API” was used to show calling the/ conf i g API, it can just
aseasily beusedtocal the/ | i st API.

Important

The /1ist/CO SHORT and /i st/ CO _SHORT/ orgs API calls produce identical
output. Thisis by design, because the only editable V-Spark items that are directly located
under a specific company are the organizations that have been defined within that company.

3.5.1.1.3. Sample /list/folders JSON Output for a Company

The following is sample output for a single folder in a sample V-Spark installation, produced as part of
acdltothe/list/fol ders API:

"DocTest Co": {
" DocTest Co- DocTesting": [
"Test 01"
1
|

In the same way that you can use the/ conf i g/ CO_SHORT/ ORG_SHORT/ f ol der s API to retrieve
detailed information about the folders that have been defined within an organization, you can use the
/11ist/CO SHORT/ ORG _SHORT/ f ol ders API to retrieve the names of such folders, as shown
in the following example, which was produced by calling the /1 i st/ DocTest Co/ DocTest Co-

DocTesti ng/ fol ders URL, and lists the folders that have been defined for the DocTest Co-
DocTest i ng organization within a sample company known as Doc Test Co:

[
I

"Test 01"

Note

In this case, only one folder has been defined within the Doc Test Co- DocTest i ng
organization. If multiplefolders had been defined within that organization, all of their names
would be displayed by the output of this command.

Tip

This example was produced by passing /1i st/ DocTest Co/ DocTest Co- Doc-
Testing as the APl - TO- CALL parameter to the sample code shown in Figure 3.25,
“Sample Python code to query the /config API”. Though the discussion of that example in
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Section 3.4.1, “GET'ing Information Using Python and the /config API” was used to show
calling portions of the/ conf i g API, it can just as easily be used to call portions of the/
l'i st API.

3.5.1.1.4. Sample /list/apps JSON Output

Thefollowing is sample output for the applications that are associated with companies from the output of
the/li st/ apps API for aV-Spark installation:

"DocTest Co": {
" DocTest Co- DocTesting": [
"Testing Cal |l backTest",
" Manager App",
"Admi n App"
|
|

In the same way that you can usethe/ conf i g/ CO_SHORT/ apps API to retrieve information about the
applications that have been defined within a company in aV-Spark installation, you can usethe/ | i st/
CO_SHORT/ apps API to retrieve the names of the applications within a a company, as shown in the
following example, which was produced by callingthe/ | i st / DocTest Co/ apps URL, and lists the
applications that have been defined within a sample company known as Doc Test Co:

[
"Testing Cal | backTest",
"Manager App",
"Admi n App"

|

3.5.1.1.5. Sample /list/users JSON Output for an Installation

The following is sample output for the usersin aV-Spark installation fromthe/ | i st/ user s API:

"DocTest Co": [
"j oe.user",
"bill.generic"

I

To extract this same information in a company-specific way, you could cal the /I i st/ CO_SHORT/
users API to extract information about the users that have been defined within the CO_SHORT
company. For example, caling the/ | i st/ DocTest Co/ user s API directly in the same sample V-
Spark installation would produce the following output:

[
"j oe.user",
"bill.generic"

I

3.5.1.2. Using the /list APl with cURL

The cURL utility makes it easy to test using the V-Spark API by providing a command-line mechanism
for invoking APIs such asthe/ | i st API. The next few sections provide examples of using the GET
verbswiththe/ I i st API from the command-line viathe cURL command.

The cURL utility is freely available for operating systems including Linux, Windows, and Mac OS
X [https://curl.haxx.se/download.html]. The command-line command for invoking the cURL utility is
curl onLinux or Apple Mac OS X systems. The executable command for invoking the cURL utility is
cur | . exe on Microsoft Windows systems.

Note

Escaped newlines (that is, lines in cURL commands or example output that end with a
backslash) are added for readability. They must not be present in cURL commands, and are
also not present in the output of those commands.
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Example commands are shown in normal nonospaced text. Example output from each
command is shown in bold nbnospaced text.

Tip

See Section 1.3.2, “Tips for Debugging and Managing cURL Calls’ for suggestions about
how to debug and manage cURL calls.

This section discusses how to usethe/ | i st API to retrieve high-level configuration information from
a specified V-Spark installation. A sample cURL command to retrieve information about all of the
organizationsin aV-Spark installation is the following:

curl -s $PROTOCOL: // $HOST: $PORT/ | i st/ or gs?t oken=TOKEN
The variablesin this command are the following:

PROTOCCL The protocol that your V-Spark installation uses to communicate over the network, one of
htt p or ht t ps. V-Spark installation use the ht t p protocol by default.

HOST The host on which your V-Spark installation is running, specified by host name or IPv4
IP address.
PORT The network port that the V-Spark installation is listening on. The default is port 3000,

which must still be specified in V-Spark REST API calls.

TOKEN An authorization token that enables callstothe/ | i st API to access al datain aVV-Spark
installation. If you are using cURL to access the API for information within a specific
company, you can provide that company's authorization token to get the information that
you need. If you are requesting higher-level information, you can always use the V-Spark
installation's root token to obtain the information that you are requesting. The root token
for a default V-Spark installation is located in the file / opt / voci / st at e/ vspar k/
api t oken.

Note that no REST verb has been specified in the preceding cURL command. That is because the cURL
command defaults to performing a GET operation when no REST verb is specified, and the/ | i st AP
only supportsthe GET verb.

As an example, the cURL command to use the HTTP protocol to retrieve configuration information for
the organizations that have been defined in aV-Spark installation on the host exanpl e. conpany. com
isthe following:

curl -s http://exanpl e.company.conf|ist/orgs?token=123456789012345678901234567890123

If you areusing theroot token to enable accessto the V-Spark configurationinformation, itisa32-character
string that is passed as an option using thet oken parameter.

3.5.1.3. Using the /list APl with Python

The sampletest script that wasprovided in Figure 3.25, “ Sampl e Python codeto query the/config API” was
used to test the/ conf i g API. However, it can just as easily be used to query aV-Spark installation and
retrieve name-level information by specifying an APl URL that beginswith/ | i st asthethird parameter
to the sample code, API - TO- CALL. Figure 3.29, “Invoking the code in Figure 3.25 to use the /list API”
shows an exampl e of invoking the code shown in Figure 3.25to useit to explorethe/ | i st API, assuming
that you have saved the code in that figure to afile named get - t est s. py in the current directory and
made that file executable.
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./ get -
./ get -
./ get -
./ get -
./ get -

tests.
tests.
tests.
tests.

tests

py
py
py
py

- Py

HOST_NAME ROOT_TOKEN /1ist 200 config.json
HOST_NAME ROOT_TOKEN /i st/users 200 config-users.json
HOST_NAME ROOT_TOKEN /1ist/orgs 200 config-orgs.json

HOST_NAME ROOT_TOKEN /| ist/fol ders 200 config-folders.json
HOST_NAME ROOT_TOKEN /1 st/ apps 200 confi g-apps.json

Figure 3.29. Invoking the codein Figure 3.25 to use the/list API

To execute this snippet as directed, you would have to replace HOST_NAME with the name of the host
on which your V-Spark installation is running, and replace ROOT_TOKEN with the root token for your
V-Spark installation.

The examplesin this section (which call the codein Figure 3.25) arefairly simple becausethe/ | i st API
only supportsthe GET HTTP verb, and only returns name-level information.

46

Proprietary and Confidential © 2019, Voci Technologies, Inc.



Using the V-Spark 3.5.0 API Chapter 4. Submitting audio and metadata for processing

Chapter 4. Submitting audio and
metadata for processing

V-Spark uses the HTTP POST method to submit audio and optional metadata files for processing. Please
refer to the "V-Spark 3.5.0 Management Guide" for adiscussion of supported audio formats and metadata
formatting details.

When using the / t ranscri be APl to submit files for transcription, single audio files and JSON
transcripts can be submitted individually. Files submitted individually will not be associated with each
other. Multiple files must be encapsulated into asingle "zip" file. These zip files can contain both audio
data and metadata - any metadata that you provide must be formatted as described in the "Metadata
Management" section of "V-Spark 3.5.0 Management Guide". Audio files and metadata files submitted as
parts of a"zip" file will remain associated with each other as parts of a single submission.

Tip

If you want to directly submit audio filesin various audio formats, V-Spark's GUI enables
you to submit files to a specific folder by using the Settings menu's Folder s command to
display your folders and clicking the Upload audio button to the right of a folder's name.
See the "V-Spark 3.5.0 Management Guide" for more information.

Note

The maximum size of afilethat can be submitted for transcriptionusingthe/ t r anscri be
APl is250 MB.

Whenusingthe/ t ranscr i be API tosubmit zip filesfor transcription of theaudio filesthat they contain,
the POST must be encoded as a multipart/form-data request, with the zip file name provided in afile field
and aV-Spark authorization token provided inthetoken field. Y ou can use either the root token for your V-
Spark installation or the token for the company that is associated with the organization and folder to which
you are submitting your transcription request. See Section 1.2, “V-Spark APl Permission Requirements’
for information about locating these tokens and the rights that these tokens give you.

The following is an example of calling the/ t ranscri be APl method using the cURL command-line
utility:
curl -F token=0123456789abcde0123456789abcde01 \

-F "file=@path/to/audi o_and_neta. zi p; t ype=appl i cati on/ zi p" \
-X POST https://hostnanme/transcribe/org_shortnane/fol der _nanme

The cURL tility is freely available for operating systems including Linux, Windows, and Mac OS X
[https://curl .haxx.se/download.html].

Note

Items shown asr epl aceabl e in the sasmple cURL command are example settings only
and must be replaced with real values that are appropriate for your environment.

In the example command, note that or g_shor t nane refers to the Short Name assigned to the target
Organization, which can be found on the V-Spark Settings page in the Organization section of V-Spark
- see Figure 4.1, “Location of the V-Spark Organization Short Name”. The f ol der refersto the folder
for the organization into which you want to upload the audio that is contained in the zip file that you are
uploading.
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4.1.

Organizations

Show 10 v entries
Organization 4 Company * short Name Data Retention (days) Timezone Created +
Doc Testing Doc Test Co DocTestCo-DocTesting 90 US/Eastern 2018-02-16

Showing 1to 1 of 1 entries (filtered from 2 total entries) -

Figure4.1. Location of the V-Spark Organization Short Name

The cURL command exits after transmission of the zip file to the V-Spark instance has completed. The
POST returns a Universally Unique ID (UUID) that identifies the transcription request. All transcripts
produced as a result of the request will include a "requestid” field with its value set to this UUID. The
requesti d enablesyou to correlate specific transcriptions with specific transcription requests.

Once the audio has been transcribed, the transcripts (along with optional metadata) are loaded into V-
Spark. Please refer to the "V-Spark 3.5.0 Review and Analysis Guide" for details regarding browsing,
searching, and analyzing your calls and metadatawithin VV-Spark. All parametersthat control transcription
options are specified in the V-Spark Folder definition. These include language models used to decode
each audio channel, number of speakers, number of audio channels(i.e. mono or stereo), etc. It istherefore
unnecessary to provide these parameters when POSTing zip files to V-Spark. Please refer to the "V-Spark
3.5.0 Management Guide" for more details.

Reference for the /transcribe API

The/ transcri be APl enablesyou to submit files for transcription.
Synopsis
Note

The/ transcri be API can not becalled asasingle URL from the command-lineduetoits
combination of resource and query parameters. See Section 4.1.1, “Examples of calling the/
transcribe API” for examples of using the curl command to test this APl from the command-
line by using specia curl optionsto pass form and multi-part data.

Variablesusedin acall tothe/ t ranscri be API arethe following:
SERVER The name or | P address of the computer system on which V-Spark isinstalled

ORG_SHORT  The short name of the organization that you are using. Finding that information is shown
in Figure 4.1, “Location of the VV-Spark Organization Short Name”.

FCOLDER The name of the V-Spark Folder to which you want to upload the zip file containing your
audio file(s).

Description

The/transcri be method takes the following options to provide authentication information and to
identify the zip file that you are attempting to upload:

t oken The V-Spark authorization token that you are using to establish permission to submit files. The
token used to authorize transcription requests can either be the root token for your V-Spark
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4.1.1.

4.2.

installation, or the company authorization token. Refer to Figure 1.1, “Location of a Company
Authorization Token” for information about locating a company authorization token.

file  Thename of thefile or zip file containing the information that you want to be transcribed and/
or analyzed

Upon success, the / t ranscr i be method returns a Universally Unique ID (UUID) that identifies the
transcription request. All transcripts produced as a result of the request will include a "requestid” field
with its value set to this UUID.

Content Types

» POST method expects to receive options with the "multipart/form-data’ MIME type, and returns data
with the "text/html" MIME type

» Errorswill be returned with the "text/html" MIME type

Examples of calling the /transcribe API

Thefollowing example shows calling the/ t r anscr i be method using the cURL command-line utility.
Sample output is also provided, but depends on the host on which the APl isrunning, the organization and
folder that you are uploading to, and the authorization token that you are using. The cURL utility isfreely
available for multiple operating systemsincluding Linux, Windows, and Mac OS X [https://curl.haxx.se/
download.html].

Note

Escaped newlines (that is, linesin the cURL command or the example output that end with a
backslash) are added for readability. They must not be present in cURL commands, and are
also not present in the output of those commands.

Example commands are shown in normal nonospaced text. Example output from each
command is shown in bold nonospaced text.

Thefollowing isacURL example that shows callingthe/ t ranscri be API:

curl -F token=0123456789abcde0123456789abcde01 \
-F 'file=@./SAVPLES/ Cal | TEST. zi p; t ype=appl i cation/ zi p' \
-X POST http://exanpl e. conpany. conf transcri be/ Test - Testi ng/ Test 01

9700f c31- f 608- 48b5- aaaf - bd264e811d9a

Using the /transcribe APl with AWS S3

The Amazon Web Service (AWS) Simple Storage Service (S3) isacommon location for archiving audio
files and metadata together in zip files. If you aready have such files stored in S3, you can use the /
transcri be API's support for S3 to process them from that location, which can save upload time
because V-Spark typically must upload your filesto S3 for processing. In order tousethe/ t r anscri be
APl with S3 from the command-line, you must pass your AWS_ACCESS KEY (referred to in the /
transcri be APl asyour aws_i d) and AWS_SECRET_KEY (referred to as your aws_secr et ) by
using the curl command's support for filling in forms.

Thefollowing isthe general format of a cURL command that callsthe/ t r anscri be API to transcribe
afile or directory that is stored in S3:
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curl -F token=AUTH TOKEN \
-F aws_i d=AWS_ACCESS_KEY \
-F aws_secr et =AWS_SECRET_KEY \

-F s3key=s3://BUCKET/ path/to/file/or/directory \

-F regi on=S3_REG ON \

-X POST http://SERVER/ transcri be/ ORG_SHORT/ FOLDER

The user-specific fields that you need to provide are the following:

AUTH_TOKEN

AWS_ACCESS_KEY

AWS_SECRET_KEY

BUCKET

path/to/filelor/
directory

S3_REG ON

SERVER

ORG_SHORT

FCOLDER

The authorization token that you are using to retrieve information.
Locating your authorization token is described in Chapter 4,
Submitting audio and metadata for processing. Locating an
authorization token for the company associated with the folder
that you are uploading to is shown in Figure 1.1, “Location of a
Company Authorization Token”.

The Amazon key for the bucket in which the file that you want to
transcribeis stored

The secret Amazon key for the bucket in which the file that you
want to transcribeis stored

The Amazon S3 bucket in which the file that you want to transcribe
is stored

The path to the file that you want to process, a zip file that contains
the audio file that you want to process (and an optional metadata
file), or to a directory that contains a hierarchy of files that you
want to process. If you specify a directory, al of the files that are
located under that directory will be queued for transcription. Files
that are submitted for processing but which are not in aformat that
is supported by V-Spark will not be processed and will belisted in
the V-Spark folder's process log as being UNSUPPORTED.

You must specify the Amazon S3 region of the S3 bucket. The
region option on the request specifies which regional endpoint to
use for the request.

This option reduces request latency and isrequired.

The name or | P address of the computer system on which V-Spark
isinstalled

The short name of the organization that you are using. Finding
that information is shown in Figure 4.1, “Location of the V-Spark
Organization Short Name”.

The V-Spark folder in which you want the transcript and audio
output that is produced by V-Spark to be stored.

Thefollowing isaspecific exampleof callingthe/ t r anscri be API totranscribeazip filethat is stored

in S3:

curl -F token=0123456789abcde0123456789abcde01 \

-F aws_i d=012345678901234567890 \

-F aws_secret =01234567890123456789012345678901234567890 \
-F s3key=s3://exanpl e. conpany. con’ docunent ati on- TEST. zi p \

-F region=us-east-1 \

-X POST http://exanpl e. conpany. conf transcri be/ Test - Testi ng/ Test 01
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9700f c31- f 608- 48b5- aaaf - bd264e811d9a

This example transcribes the audio in the zip file named docunent at i on- TEST. zi p in the bucket
exanpl e. conpany. com and puts the results of that transcription in the Test 01 folder of the
organization Test - Test i ng. Aswith other callsto the/ t r anscr i be API, it returns the request ID
for your transcription request, which you can subsequently use with the/ r equest API, asdiscussed in
Section 5.2, “Reference for the /request API”.

By default, any zip file in S3 that you have identified for transcription using the / t r anscri be API
remains stored on S3 after its contents have been transcribed. Keeping such filesin S3 after their content
has been transcribed may not be necessary, so the/transcri be APl includes a" del et e=t r ue"
option that you can pass to delete afile after its content has been transcribed. In an application, you would
pass this as an additional parameter tothe/ t r anscri be API call. In acurl command, you would add
the- F del et e=t r ue option to your command-line.
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Chapter 5. Receiving transcripts and

5.1.

status information

You can receive JSON and text transcripts and audio files directly within V-Spark or by using the /
request API call toretrievethem manually. V-Spark usesthe HTTP POST method to providetranscripts
to acallback server. A callback server isaclient-side HTTP server that is used to receive information from
aknown source and process it appropriately. In most cases, using callbacks rather than polling the results
of submitting and analyzing audio files for transcription is simpler and more efficient.

Callback URLSs are defined as part of V-Spark folder configuration. In most cases, you will not need to
customize the callback URL that is configured when V-Spark folders are created. Y ou will only want to
do so if you want to integrate V-Spark with external applications (Filesystem, HTTP/S, SFTP), external
storage locations for audio data (S3), and so on. Using a callback server with V-Spark is described in
Section 5.1, “Using Callbacksin V-Spark”, and is the preferred way of interacting with the V-Spark API.

For situations where a callback server cannot be used and you want to call the V-Spark APl directly,
Section 5.2, “Reference for the /request API” provides reference material and examples of using the /
request API. Itisnot necessary to specify acallback URL aspart of usingthe/ r equest APl because
resultsarereturned directly by the API call, but you must wait until acall tothe/ r equest method shows
that processing has completed until you can retrieve complete results.

Note

Throughout the remainder of this section, HTTP refers to both of the HTTP and HTTPS
protocols.

Using Callbacks in V-Spark

V-Spark uses the HTTP POST method to provide transcripts that have been enriched with analytical
annotations to a callback server. This callback server is a client-side HTTP server used to receive
information from a known source and process it appropriately.

In the simplest case, the callback server is configured to receive enriched transcript files from V-Spark
and save them to alocal file system for later use. The URL that identifies this folder supportsthe HTTP,
HTTPS, Secure FTP, and Amazon Simple Storage Service protocols for on-premise deployments, as
well as being able to write to the filesystem of the server on which V-Spark is running. Cloud-based
deployments only support HTTP. Otherwise, the API is the same for both on-premise and cloud-based
deployment methods. See Section 5.1.1, “Configuring Callbacks in V-Spark” for detailed information
about how and where to specify these.

Note

If V-Spark cannot deliver results to a callback URL, it retries up to 100 times (by default)
or for up to 10,000 hours before giving up. To avoid overloading the server and network,
the callback worker waits for an increasing amount of time between retries. If the delivery
ultimately fails, V-Spark places the results that it was trying to deliver inthe/ var /| i b/
vspark/ error/ cal | back/ directory.

The number of times that callbacks are retried is configurable. The location of the error
directory isalso configurable.
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Using callbacks to deliver enriched transcript (and other) files to a callback server can occasionally result
in name collisions. A name collision results when files with the same name as the file that is currently
being processed already exist on the callback server. This can occur when, for example, two folders have
the same callback settings and files with the same name are uploaded to those folders for transcription. V-
Spark’s callback mechanism automatically resolves name collisions. Files that are delivered via callbacks
automatically insert version number in file names to avoid name collisions. For example, if afile named
sanpl e. j son dready exists in the location where a callback writes files, the JSON file that the
callback writeswill be named sanpl e. 1. j son. If both afile named sanpl e. j son and afile named
sanpl e. 1. j son aready exist in thelocation where callbacks write files, the JSON file that the callback
writes will be named sanpl e. 2. j son. The number will increment until no file with a matching name
isfound.

I mportant

Callbacks that use the File system, SFTP, and AWS S3 callback delivery methods
automatically avoid name collisions. Name collisions in callbacks that use the HTTP and
HTTPS callback delivery methods will over-write existing files.

By default, callbacks send transcription output from V-Spark's speech recognition engine to V-Spark on
the same host for analysis and presentation within the V-Spark graphical interface. The callback server
URL can be customized to enable feeding data from V-Spark to other applications for purposes such as
performing additional analytics, archival, and so on.

5.1.1. Configuring Callbacks in V-Spark

The callback URL is specified as part of V-Spark folder configuration, which is accessed within V-Spark
asshown in Figure 5.1, “V-Spark Folder Settings’. To modify the settings for afolder:

1. Move your mouse over the Settings menu at the top left of the V-Spark screen. The Settings menu
displays.

2. Choose Folder s from the Settings menu.

3. Display the folder whose setting you want to modify. Either select the Company and Organization
from the drop-down menus below the VV-Spark logo, or use the Sear ch folder s search box to search
for and display information about a specified folder.

onitored Folders &

show 1o v entries

ko) Name * Organization * Server Model (Channel #) # Speakers Audio Type Created +
s Documentation (Testing) asrsrv1 @ develicallcenter (a 1 Mono 20170717 [@m [£]

Showing 1 to 1 of 1 entries -

Figure5.1. V-Spark Folder Settings
Note

Other aspects of working with V-Spark folders are discussed in the "V-Spark 3.5.0
Management Guide".

To edit the settings for an existing folder, click the edit icon. The dialog shown in Figure 5.2, “Editing
V-Spark Folder Settings’ displays.
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Update Examples

Organization

Folder Name

Xamples

Servers

vocigl =

# of speakers

Testing / Documentation

Audio Source

Maono

Next

Figureb5.2. Editing V-Spark Folder Settings

Click Next to proceed to the part of thisdiaog in which you can specify the callback delivery method and
select the types of datathat V-Spark sends to it. The dialog shown in Figure 5.3, “Further Customization
of V-Spark Folder Settings’ displays.
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Update Examples

Link to Applications WARNING

Unlinking a folder from an
application will remove all
application data for that folder

No apps exist ~

Please be aware that applications with custom metadata filters
may It in scores of 0 if linked folders do not share the custom
metadata fields used
Model

Channel 0 / Left devel.callcenter v

Advanced settings
Configure callback delivery method @
Add/remove custom metadata fields

Add/remove ASR options

Figure5.3. Further Customization of V-Spark Folder Settings

To display the portion of this dialog in which you can specify the parameters for and the location of the
callback server used by V-Spark and set related options, select the checkbox beside Configure callback
delivery method, and click Next. A dialog like the one shown in Figure 5.6, “Configuring an HTTP
Callback Server and related options™” displays.

Other options at the bottom of this dialog are:

Add/remove custom metadata

fields

Selecting this checkbox and clicking Next displays the dialog

shown in Figure 5.4, “ Specifying custom metadata fieldsto include
in output”. This dialog enables you to identify custom metadata
fields that you want to include in transcriptions for this folder.
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Update Examples

Custom metadata field names:

Figure 5.4. Specifying custom metadata fields to
includein output

Add/remove ASR options Selecting the checkbox beside thislabel and clicking Next displays
the dialog shown in Figure 5.5, “ Specifying ASR options’. This
dialog enables you to identify Automatic Speech Recognition
(ASR) fields that you want to include in output for this folder.

Update Examples

ASR options:

billing : "Testing-Documentation-Examples”

Figure5.5. Specifying ASR options
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Note

If you have not checked one or more of the checkboxes beside Configur e callback delivery
method, Add/remove custom metadata fields, or Add/remove ASR options checkboxes
and selected Next, select Update to close this dialog and return to V-Spark.

By default, the callback configuration dialog shown in Figure 5.6, “ Configuring an HTTP Callback Server
and related options ™ displays the information that is required for a callback server which communicates
using the HTTP protocol, including an example that identifies the format of a standard URL.

4 JSON

http:/f =

Update Examples
Automatically send...

Callback Delivery Method

Example Lsernamepa

MP3 Text

Figure5.6. Configuring an HTTP Callback Server and related options

The Callback Delivery Method area consists of a dropdown at left which identifies the supported
mechanisms for delivering callbacks, while the right portion of that area enables you to enter the path
that V-Spark must use to deliver transcription and optional information. Supported callback delivery

mechanisms are;

http://

https:.//

File System

SFTP

AWS S3

The standard Hypertext Transfer Protocol, which means that the callback server is a
web server that islistening on a specified (or default) port

The Hypertext Transfer Protocol running over the Secure Sockets Layer, which means
that the callback server is aweb server that islistening on a specified (or default) port

Transcription info is written to files that are located in a specified directory on the
system on which the V-Spark software is installed. When using this protocol, make
sure that the user group is set to vocisrv and that the directory iswritable by that group
so that V-Spark is able to write files into the specified directory.

Transcripts and other requested information are sent to a server via the Secure File
Transfer Protocol (SFTP), which requires additional authorization information, such as
the username and password, or an SSH key, as shown in Figure 5.7, “ Configuring an
SFTP Callback Server and related options ”.

Transcription and other data is written to the Amazon Web Service (AWS) Simple
Storage Service (S3). Specifying this callback delivery mechanism causes adialog that
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is similar to the one shown in Figure 5.7, “Configuring an SFTP Callback Server and
related options ” to display fields in which you must specify the AWS access key id
and AW S secr et access key that are used to securely communicate with AWS S3. See
Section 4.2, “Using the /transcribe APl with AWS S3” for information about using
the/transcri be API to process archived audio filesin zip format that are already
stored in S3.

Update Examples
Automatically send...

¥ JSON MP3 Text

Callback Delivery Method

SFTP ~

Username
Password

OR

SSH Private Key

Figure 5.7. Configuring an SFTP Callback Server and related
options

By default, thedial ogsfor each of these delivery mechanismsenableyou to specify thetype of transcription
datathat is being sent. By default, sending a JSON transcription is always enabled. Y ou can aso select:

MP3  Checking this box causes V-Spark to also send an MP3 version of the transcribed audio file to
the callback server

Text  Checking this box causes V-Spark to also send atext version of the transcribed audio file to the
callback server

Once you have made any changes that you want to make to the callback information, click Update to
close this dialog and return to V-Spark.

I mportant

Make surethat the machine and port specified in the callback URL are accessiblefromthe V-
Spark instance that you are using. In some cases, this requires modifying client-side firewall
rules.
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5.1.2. Example Callback Server

In REST applications, a callback is the address and (optionally) the method name and parameters of a
web application that can receive dataviaHTTP. Callbacks are usually used to enable another application
to receive and directly interact with the transcriptions produced by V-Spark. This section provides an
example of setting up a simple callback server, submitting a sample audio file for transcription using the
V-Spark/ t r anscri be method, and then examining the results that are received by the callback server.
This section concludes with suggestions for troubl eshooting common problems when setting up and using
acallback server.

5.1.2.1. Setting up a Sample Callback Server

To follow this example, you must have a callback server running on a given host and port. If you do not
already have acallback server, the easiest way to simulate a callback server isto usethe netcat application
tolisten onaspecified port and display theinformationthat it receives. Thenetcat applicationisacomputer
networking utility for reading from and writing to network connections using the TCP or UDP protocols.
The name of its executable version is typically nc or nc.exe, depending on the operating system that you
areusing. Thenetcat utility isincluded in most Linux distributionsand isfreely availablefor most modern
operating systems [https://en.wikipedia.org/wiki/Netcat#Ports and_reimplementations].

The sample output shown later in this section was produced by net cat that was started using the
following Linux command-line command:

while true ; do nc -1 5555 -k ; done

Thetrivia callback server that we are implementing here with the netcat command continually executes
the netcat command, listening on port 5555 (the - | option), and keeps its connections alive by listening
for another connection after its current connection is completed (the - k option). It does not have to
generically return any valuesto applicationsthat talk to that callback server because V-Spark either expects
an HTTPreturn code of successor only retriesalimited number of times (100, by default) before canceling
the callback.

5.1.2.2. Submitting a Sample File for Text Transcription

The following command calls the V-Spark AP, specifies the address of the callback server, specifies that
you want text format output, and identifies the audio file that you want to transcribe:
curl -F callback=http://ww.exanpl e. com 5555 \

-F token=123e4567e89b12d3a456426655440000 \

-F output=text -F "fil e=@anpl e7. wav; t ype=audi o/ x-wav" \
http://vspark_host/transcribe

This sample command sends a text transcription of the audio file sanpl e7. wav to the callback server.
The text that was transcribed via the cURL command that was shown previously is the following:

Note that the sample audio file used in this example is a mono audio file, so the different portions of the
audio in which voices are active (known as utter ances) are separated by newlines.

5.1.2.3. Receiving Transcription Results

A callback server is generally used to collect output and forward it to some other application, process the
transcription itself, or perhaps simply to preserve the output for subsequent use. Using the sample callback
server that was introduced earlier, transcriptions are written to the standard output for the shell in which
you executed the netcat command.
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The following example shows the output that the netcat callback server displays after acall to that server
when text output was requested:

As discussed earlier, the goal of a callback server is to enable another application to receive and directly
interact with the transcriptions produced by V-Spark. However, a simple callback server such as the one
used in this section can also be convenient when testing the effects of trying different options with calls
toV-Spark's/ t ranscri be method.

5.1.2.4. Troubleshooting a Callback Server

If files are being uploaded successfully to V-Spark, you received a success code (HTTP code 200) and a
requestid in response to uploading to V-Spark. If your callback server is not receiving results, check the
itemsin the following list:

» Verify that external hosts can reach your callback server - Receiving a success code and requestid
in response to POSTing a request to V-Spark shows that the system that is POSTing the request can
reach V-Spark. This does not mean that VV-Spark can reach your callback host. Thislack of reachability
isusually dueto firewall or network connectivity restrictions.

Verifying connectivity can most easily be done using a simple callback server like the one that was
discussed in Section 5.1.2.1, “ Setting up a Sample Callback Server ”.

To test connectivity between V-Spark and your callback server, log in on ahost that is not on your local
network and can be reached directly from the Internet. Once you are logged in there, attempt to reach
the host on which your callback server isrunning. The following isasample cur| command that ssmply
probes the URL at which a callback server islistening:

curl -i http://host: 5555
Thehost and port that you specify are the host and port on which your callback server islistening.

The-i optiontellsthe curl command to display the HTTP header that it receives. For example, if you are
using the sample callback server that was discussed earlier, you will receive aresult that is something
like the following:

HTTP/ 1.1 200 K

Note

If your network administration policies restrict inbound connectivity from external hosts,
contact <support @oci t ec. con® for the list of V-Spark IP addresses from which
access needs to be allowed.

« ldentify problemsin your callback server - If you are able to reach the host and port on which your
callback server isrunning from some other host on the Internet, connectivity is not the problem. Try the
following steps to identify problems with your callback server:

* Verify that you can POST directly to your callback server - use acommand like the following to
simulate the data that would be sent by V-Spark to your callback server:;
curl -F "file=@est.zip;type=application/zip" \

-F requesti d=700e7496- 4f ce- 4963- aa7b- b3b26600f 813 \
htt ps: // HOST: PORT/ endpoi nt

This command provides the two fields of the multipart POST that your callback server needs to be
able to handle. Ensure that your callback server correctly returns success (HTTP code 200) when
these two fields are received.
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5.2.

» Verify correct error handling - itispossiblefor V-Spark transcription to encounter an error. In such
cases, an error message will be POSTed in an error field to your callback server. Y our callback server
must be able to handle receiving error messages from V-Spark. The following example command
sendsthe error message This is a sanpl e error toyour calback server:

curl -F "error=This is a sanple error" \
-F requesti d=700e7496- 4f ce- 4963- aa7b- b3b26600f 813 \
htt p: / / HOST: PORT/ endpoi nt

This sample command should trigger error handling in your calback server, such as logging a
message.

If you still cannot identify or resolve the problem with your callback server, contact
<support @ocit ec. con for assistance in diagnosing the problem that you are experiencing.

Reference for the /request API

If you have submitted audio filesfor processing using V-Spark or submitted zip filesthat contain audiofiles
and optional metadatathroughthe/ t r anscri be APl method that isdescribedin Section 4.1, “ Reference
for the /transcribe API”, the / r equest APl method enables you to retrieve overall status information,
short and long status/summary information in JSON format, and various results of transcribing and
analyzing those audio files. The/ r equest API istypicaly only directly used when you want to embed
result retrieval in applications and you therefore cannot use the V-Spark GUI and its callback server
mechanism.

I mportant

Before you can begin interacting with V-Spark viathe REST APl you must create a Folder
using the V-Spark GUI. Each Folder has associated configuration information such as the
language model to use for transcription and the names of metadata fields available for
filtering. Seethe "V-Spark 3.5.0 Quickstart Guide" and "V-Spark 3.5.0 Management Guide"
for more information. These documents are available under the Help pulldown immediately
after logging into the V-Spark GUI.

Synopsis

http:// SERVER/ r equest / ORG_SHORT/ VERB?r equest i d=REQUEST| D& oken=AUTH_TOKEN

Variables used in this example command are the following:
SERVER The name or | P address of the computer system on which VV-Spark isinstalled

ORG_SHORT  The short name of the organization that you are using. Finding that information was
discussed in Chapter 4, Submitting audio and metadata for processing and shown in
Figure 4.1, “Location of the V-Spark Organization Short Name”.

VERB The action that you want the/ r equest API to perform. These verbs and the data that
they return are described in the next section (DESCRIPTION).

REQUESTI D  The unique identifier for the request about which you want to retrieve results or status
information

AUTH TOKEN The authorization token that you are using to retrieve information. Locating your
authorization token is described in Chapter 4, Submitting audio and metadata for
processing. Locating an authorization token for the company associated with the folder
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that you are uploading to isshown in Figure 1.1, “Location of a Company Authorization
Token”.

Description

The/ request API enables you to retrieve status information and converted content for files that you
have submitted for transcription.

The items in the rest of this section refer to retrieving status information or transcription results from
both zip and audio files that have been submitted for transcription. Remember that while both the /
transcri be APl and V-Spark enableyou to submit audio and metadatafilesindividually, only filesthat
have been encapsulated into asingle "zip" file and uploaded at the same time will be associated properly.

The / r equest method takes the following verbs to identify the type of information that you are
attempting to retrieve based on ar equest i d:

status  Possiblereturn valuesfor thisverb are the following:

anal yzi ng The zip or audio file associated with the specified r equest i d has been
received and isin the process of being transcribed and analyzed by V-Spark

done Transcription of al of the audio filesin the zip or audio file associated with
the specified r equest i d has completed

error No results will ever be available. Check the contents of the zip or audio file
that is associated with the specified r equest i d to verify that it contains
valid audio files.

received The zip or audio file associated with the specified r equest i d has been
received and the audio file(s) that it contains are in the process of being
transcribed

sunmmary Returns a short response in JSON format that contains the following information about the
reguest that was identified by the specified r equest i d:

e atinme_subm t timestamp which identifies the time that the request was submitted

e ati nme_conpl et etimestamp which identifiesthe timethat analyzing the contents of the
zip or audio file was completed

« counts of the following categories:

» number of audio filesthat were submitted in the zip or audio file that is associated with
the specified r equest i d

» number of audio files that were successfully processed in the zip or audio file that is
associated with the specified r equesti d

* number of audio files that were successfully analyzed in the zip or audio file that is
associated with the specified r equesti d

* number of audio files in the zip or audio file that is associated with the specified
requesti d that generated an error when being processed or analyzed

Note

Count information is not provided for fields that are NULL.
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detail s

resul t

» st at us: the over-all status of handling the zip or audio file associated with the request
that is associated with the specified r equest i d. Thisis the same value as returned by
the st at us verb, with the same list of possible values.

Returns along response in JSON format that contains:

« theinformation provided by the summar y verb for the zip or audio file that was uploaded
under the specifiedr equesti d

« afil edetail s sectionthat providesaf ul | fi | ename and the sameinformation for
each file that was part of the request that was identified by the specified r equest i d:

A zip file containing different types of data that is associated with the transcription of the
zip or audio file that was uploaded under the specified r equest i d. Optional Boolean
parameters identify the type of datathat is contained in this zip file:

j son Includethe complete transcription information (transcribed text, emotion, sentiment,
and so on) in JSON format for each audio file. By default, thisoptionis"on" ("1").

mp3  Include the mp3 version of each audio file. By default, this option is "off" ("0").

t xt Include a text file containing the transcription of each audio file. By default, this
optionis"off" ("0").

If the/ r equest method'sr esul t verbiscalled with all output formats disabled, the API
call will return a 404 and the message "No file types were specified”.

Content Types

» st at us verb returns plain text data with the "text/html" MIME type

» sunmmary verb returns JSON formatted data with the "application/json" MIME type

» det ai | s verb returns JSON formatted data with the "application/json" MIME type

* resul t verbreturnsazip file with the "application/zip" MIME type

Errors will be returned with the "text/html" MIME type

Examples of calling the /request API

The following examples show calling the / r equest method with some of its verbs, using the cURL
command-line utility (executed asthe curl command). Sample output is a so provided, but depends on the
host on which the API is running, the contents of the zip or audio file that you uploaded, the request ID,
the organization to which you uploaded the file, and authorization token that you are using. The cURL
utility isfreely availablefor multiple operating systemsincluding Linux, Windows, and Mac OS X [https:/
curl.haxx.se/download.html].

Note

Escaped newlines (that is, linesin the cURL command or the example output that end with a
backslash) are added for readability. They must not be present in cURL commands, and are
also not present in the output of those commands.
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Example commands are shown in normal nonospaced text. Example output from each
command is shown in bold nbnospaced text.

A cURL example that shows calling the/ r equest API'sst at us verb:

curl 'http://exanpl e. conpany. coni request/ Test - Testi ng/ status \
?request i d=a0cf 623d- 9e5c- 4890- 886f - 832acb29635e \
&t oken=0123456789abcde0123456789abcde01’

done

A cURL example that shows calling the/ r equest API'ssunmary verb:

curl 'http://exanpl e. conpany. coni request/ Test - Test i ng/ sunmar y\
?request i d=a0cf 623d- 9e5c- 4890- 886f - 832ach29635e\
&t oken=0123456789abcde0123456789abcde01’

{"time_submt":"2017-01- 16T21: 43: 08. 000Z", \
"time_conpl ete":"2017-01-16T21: 45: 16. 000Z", \
"submitted":1,"processed": 1, "anal yzed": 1, "error":0,"status": "done"}

A cURL examplethat showscallingthe/ r equest API'sdet ai | s verb:

curl 'http://exanple.current.conm request/ Test-Testing/details?\
request i d=a0cf 623d- 9e5c- 4890- 886f - 832ach29635e\
&t oken=0123456789abcde0123456789abcde01’

{"time_submt":"2017-01- 16T21: 43: 08. 000Z", \

"time_conpl ete":"2017-01-16T21: 45: 16. 000Z", \

"submitted": 1, "processed": 1, "anal yzed":1,"error": 0, "status": "done",\
"filedetails":[{"fullfilenane":"Call4541511. np3", "status":"OK",\
"job_start":"2017-01-16T21: 45: 14. 000Z", \
"job_finish":"2017-01-16T21: 43: 12. 000Z", \

"anal yze":"2017-01- 16T21: 45: 14. 000Z", "si ze": 4984848} ]}

A cURL examplethat shows calling the/ r equest API'sr esul t verbto return the JISON transcript of
your audio file and write it to thefilej son_t ranscri pt . zi p:

curl "http://exanpl e. conpany. con request/ Test - Testi ng/resul t?\
request i d=a0cf 623d- 9e5c- 4890- 886f - 832ach29635e\
&t oken=0123456789abcde0123456789abcde01' > json_transcript.zip

% Tot al % Recei ved % Xferd Average Speed Tine Ti me Tinme Current
Dl oad Upl oad Tot al Spent Left Speed
100 28304 100 28304 0 0 2780 0 0:00:10 0:00:10 --:--:-- 6821

(Di spl ays cURL's downl oad st at us)

© 2019, Voci Technologies, Inc. Proprietary and Confidential 65



Chapter 5. Receiving transcripts and status information Using the V-Spark 3.5.0 API

66 Proprietary and Confidential



Using the V-Spark 3.5.0 API Chapter 6. Retrieving Folder Status Information

Chapter 6. Retrieving Folder Status
Information

Chapter 3, Retrieving and Updating V-Spark | nfor mation provided an overview of the V-Spark REST APIs
that enable you to read (and, in one case, update) configuration information about a V-Spark installation.
Chapter 7, Searching V-Spark Data provides detailed information about the/ sear ch API. This chapter
provides detailed information about the / st at us API that enables you to retrieve status information
about the transactions that are associated with a particular folder, al of the the folders of a company or
organization, or all of the folders within the entire VV-Spark installation.

This API returns and uses information in JSON format. As a REST API, this APl can be used in any
programming language or with any application that supports REST calls and which provides or can invoke
aJSON parser that enables you to work with the output of the call.

6.1. Reference for the /status API

The/ st at us APl enablesyou to retrieve status information about the activities that are associated with
the folders within a V-Spark installation. The call can request status information on all folders within the
installation, or limit the request to a particular company, organization, or folder.

Synopsis

[ status

/ st at us/ CO_SHORT

/ st at us/ CO_SHORT/ ORG_SHORT

/ st at us/ CO_SHORT/ ORG_SHORT/ FOLDERNANE

Description

As shown in the synopsis, the V-Spark / st at us APl enables you to retrieve status information about
an entire V-Spark installation, a specific company, a specific organization, or a specific folder. Variables
usedinacall tothe/ st at us API are the following:

CO_SHORT The short name of the company for which you want to retrieve status information

ORG_SHORT  Theshort name of the organization that you are using. Finding that information is shown
in Figure 4.1, “Location of the VV-Spark Organization Short Name”.

FOLDERNAME The name of the VV-Spark Folder from which you want to retrieve status information
The call aso accepts the following parameters:

TOKEN  The V-Spark authorization token that you are using to establish permission to retrieve
information. Y ou can either usetheroot token for thetarget V-Spark installation (located in the
file/ opt / voci / st at e/ vspar k/ api t oken) or the authorization token for the company
under which the specified FOLDER is located. Locating your company authorization token is
shown in Figure 1.1, “Location of a Company Authorization Token”.

This parameter isrequired.

FORMAT The format of the returned status information. You may specify j son or csv format. The
default format isj son.
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6.2.

6.2.1.

When status information is returned in CSV form, the first row in the output provides heading
for the datain the other rowsin the table.

Tip
Being able to retrieve information from the / st at us API in CSV format (by passing the
f or mat =csv parameter) makesit easy to quickly preview any level of statusinformation.
Tools such as spreadsheetstypically support importing CSV data. Asan example, Figure 6.1,
“Previewing /status information in a spreadsheet” shows the CSV output for a folder being
previewed in the Libre Office spreadsheet application, Calc.

Content Types

* GET method with j son option returns JSON formatted data with the "text/html" MIME type

» GET method with csv option returns comma separated values with the "text/html" MIME type

 Errorswill be returned with the "text/html" MIME type

The next few sectionsillustrate the/ st at us information that is retrieved from the various levels of the
hierarchy of aV-Spark installation.

Sample JSON and CSV Output from the /
status API

The / st at us API returns a JSON or CSV (comma-separated value) representation of the V-Spark
installation status data that is being requested. The following sections show the JSON and CSV output for
each aspect of aV-Spark installation:

» Section 6.2.1, “Sample /status JISON and CSV Output for a Company”

» Section 6.2.2, “Sample /status JISON and CSV Output for an Organization”

» Section 6.2.3, “ Sample /status JSON and CSV Output for a Folder”

Note

In the CSV examples, linebreaks have been inserted in both the heading and data entries at
the same output rows.

Sample /status JSON and CSV Output for a Company

The following is sample output from a/ st at us/ CO_SHORT/ API cal for a company in a V-Spark
installation. This shows the status of all of the folders of al of the organizations that have been defined
within that company:

{
"DocTest Co- DocTestingl": {},
" DocTest Co- DocTesti ng2": {
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“folder2": {
"nmode": "active",
"servers": {
“srvrl": "OK'
ho
"jobmgr": {

"192.168. 150. 71": {
“nunerrs": 0,
"tinmestanp”: "2019-06-24_18: 40: 28",
"host nane": "srvri1",
“nunt ranscodi ng": 0,
"version": "2.4.0-0",
"starttime": "2019-06-21_20: 25: 07",
"nundecodi ng": 0

}
I
"queued": {

“count": O,

"lastactive": "2019-06-24T18: 36: 15. 000Z"
}

nal yzi ng": {
"l astactive": "2019-06-24T18: 45: 58. 000Z",

"count": "2"

I

“error": {
"l astactive": null,
"count": "0O"

"conpany", "organi zation", "fol der", "node", "servers", "queued. count ", \
"queued. | ast active", "decodi ng. count", "decodi ng. | astactive", "anal yzi ng. count ", \
"anal yzi ng. | astactive","error.count","error. | astactive"

"DocTest Co", "DocTest Co- DocTesti ng2", "fol der2", "active","{""srvr1"":""OK""}",0,\

"DocTest Co", " DocTest Co- DocTesti ng3", "fol der3", "active","{""srvr1"":""OK""}",0,\

"2019- 06- 18T18: 58: 30. 000Z", ,, " 0", "2019- 06- 18T18: 59: 29. 000Z", " 0",

"DocTest Co", " DocTest Co- DocTesti ng3", "f ol der 33", "active","{""srvr1"":""OK""}",0,\

"2019- 06- 18T19: 01: 12. 000Z", ,, " 0", "2019- 06- 18T19: 14: 44. 000Z", " 2", "2019- 06- 18T19: 14: 00. 000Z"

6.2.2. Sample /status JSON and CSV Output for an
Organization

The following is sample JSON output from a/ st at us/ CO_SHORT/ ORG_SHORT/ API call for one
organization of acompany in aV-Spark installation. This shows the status of all of the folders that have
been defined within that organization of that company:

" DocTest Co- DocTesti ng2": {
"fol der2": {
"node": "active",
"servers": {
"srvrl": "OK"
I
"jobmgr": {
"192.168. 150. 71": {
"nunmerrs": O,
"tinmestanp": "2019-06-24_18: 40: 28",
"host name": "srvrl",
"nunt ranscodi ng": 0,
"version": "2.4.0-0",
"starttinme": "2019-06-21_20: 25: 07",
“nundecodi ng": 0

}
}
"queued": {
"count": O,
"lastactive": "2019-06-24T18: 36: 15. 000Z"
}
"anal yzi ng": {
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"lastactive": "2019-06-24T18: 45: 58. 000Z",

"“count": "2"

}

"error": {
"lastactive": null,
“count": "0O"

The CSV equivalent of this datais the following:

"conpany", "organi zati on", "fol der", "node", "servers", "queued. count ", \

"queued. | ast acti ve", "decodi ng. count ", "decodi ng. | astacti ve", "anal yzi ng. count ",
"anal yzi ng. | astactive","error.count","error.|astactive"

" DocTest Co", "DocTest Co- DocTesti ng", " Test 01", "active","{""asrsrvr1"":""OK""}",0,\
"2017-06-16 09: 06: 45. 584507060 - 0400", 0, "2017-06-16 09: 05: 45. 451651713 - 0400", O, \
"2017-06-16 09: 15: 24. 235266461 - 0400", 1, "2017-05- 18 12: 46: 55. 780155897 - 0400"

6.2.3. Sample /status JSON and CSV Output for a Folder

The following is sample JSON output from a / st at us/ CO_SHORT/ ORG_SHORT/ FOL DERNAME/
API call for onefolder of in aV-Spark installation. This shows the status of all that folder alone.

"node": "active",
"servers": {
"srvrl": "OK"
}.
"jobmgr": {
"192.168. 150. 71": {
“nunerrs": 0,
"timestanp": "2019-06-24_18: 45:58",
"host name": "srvr2",
"nunt ranscodi ng": 0,
"version": "2.4.0-0",
“"starttine": "2019-06-21_20: 25: 07",
"nundecodi ng": 0
}
IE
"queued": {
"count": O,
"lastactive": "2019-06-24T18: 36: 15. 000Z"
IE
"anal yzi ng": {
"l astactive": "2019-06-24T18: 45: 58. 000Z",
"count": "2"
IE
"error": {
"lastactive": null,
"count": "0"

"conpany", "organi zation", "fol der", "node", "servers", "queued. count ", \

"queued. | ast active", "decodi ng. count", "decodi ng. | astactive", "anal yzi ng. count”, \
"anal yzi ng. | astactive","error.count","error. | astactive"

"DocTest Co", " DocTest Co- DocTest i ng2", "f ol der2", "active","{""srvr1"":""OK""}", 0\
bono @'\

Thor

Figure 6.1, “Previewing /status information in a spreadsheet” shows the CSV output for a folder being
previewed in the Libre Office spreadsheet application, Calc.
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6.3.

6.4.

integ-ng-folder-status.csv - LibreOffice Calc = @
File Edit View Insert Format Tools Data Window Help
—a — rn 'l - H %5 = EX)
E-B- Lyl s k- a = vir e B 0@ Y
@ [tbertionsans [~]|0 [ @ @ @ | = == » e =HE=E-B8-4 (7
|A1 v || He z = |company
B [ c ] o] E | F | G | H | 1
organization folder mode |servers queued.count |gueued.lastactive decoding.count decoding.lastactive
DocTestCo DocTestCo-DocTesling Test01 active {'vocigl':"OK"} 0/2017-06-16 09:06:45.584507060 -D400 0/2017-06-16 09:05:45.451651713 -0400

Figure6.1. Previewing /statusinformation in a spreadsheet

Using the /status APl with cURL

The cURL utility makes it easy to test using the V-Spark API by providing a command-line mechanism
for invoking APIssuch asthe/ st at us API. The next few sections provide examples of using the GET
verb with the/ st at us API from the command-line viathe cURL command.

If you are unfamiliar with the cURL command, see Section 1.3, “Using cURL for REST API Testing” for
ashort introduction and an explanation of how cURL examples are displayed. See Section 1.3.2, “ Tipsfor
Debugging and Managing cURL Calls’ for suggestions about how to debug and manage cURL calls.

An example of a cURL command to retrieve status information from from the company "DocTestCo",
organization "DocTestCo-DocTesting", folder "Test01" on the host exanpl e. conpany. comis the
following:

curl -s 'http://exanpl e. conpany. coni st at us/ DocTest Co/ DocTest Co- DocTest i ng/ Test 01 \
?t oken=01234567890123456789012345678901"

To produce this same output in CSV format, execute a command like the following, instead:

curl -s '"http://exanpl e. conpany. coni st at us/ DocTest Co/ DocTest Co- DocTest i ng/ Test 01 \
?f or mat =csv&t oken=01234567890123456789012345678901"

To produce this output in a pretty-printed form that is more usable, and write that output to the file
| 0og. out, you could execute acommand like the following:

curl -s 'http://exanpl e. conpany. coni st at us/ DocTest Co/ DocTest Co- DocTest i ng/ Test 01 \
?t oken=012345678901234567890123456789012' | \
python -mjson.tool > |og.out

Using the /status API with Python

V-Spark's/ st at us APl isaread-only API that provides programmatic accessto statusinformation about
various levels of the hierarchy of aV-Spark installation. As explained in Section 6.1, “ Reference for the /
status API” and shown inthe examplesin Section 6.3, “Using the/status APl with cURL”, the APl enables
youto passthelevel of the hierarchy that you areinterested in as part of the URL of the/ st at us call, and
specify the format in which you want the output data to be returned asthef or mat parameter to the call.

To read datafrom aV-Spark installation, you can use the root token, but that's analogous to running every
Linux command as the superuser - it is cleaner to use the authorization token that is associated with each
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company. Y ou only need the root token when reading multi-company information, such aswhenretrieving
the root token for each company in the V-Spark installation.

As shown previously in Figure 3.26, “Sample Python code to combine data read from the /
config API”, you can dynamically retrieve company information from a V-Spark installation (in the
get t okens() function) and folder information for the organizations in that company (retrieved in
the get f ol deri nf o() function). You can then combine the company and token information with
the folder information in order to explore all of the companies, organizations, and foldersin a V-Spark
installation (inthepri nt f ol der s() function).

Figure 6.2, “Sample Python Code to Retrieve /status Information” builds on the code from Figure 3.26
in severa ways:

e Sharing the gett okens() and getfol deri nfo() functions shows that extracting company
and token information and establishing the relationship between company token information and the
hierarchical aspects of companies, organizations, and folders are common tasks when writing many V-
Spark applications.

e Replacing thepri nt fol deri nfo() functionwithafi ndf ol der s() function makes it easy to
call another function to interact with each folder.

e Addsawrit ef ol derstatus() function to perform the key functionality of the example, writing
statusinformation for that level of their hierarchy in the format that you specified on the command-line.

As with the Python code example shown in Figure 3.26 a quick code walkthrough highlights how this
example works.
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#! [ usr/ bi n/ env pyt hon

Copyright 2017 Voci Technol ogies, Inc. Al rights reserved.
Cont ai ns confidential conpany information.
Unsupported exanpl e code - Not for production use.

Application that reads conpany and fol der information about a
product installation on a specified host, then uses the conpany's
short name to link the two. The application then uses the company's
short nane, the organization's short nane, and each fol der nane to
call the /status APl for each fol der. The output format (json or
csv) is specified as the third argunent, and determines both the
extension of the files that are witten to and the fornmat of their
content.

R OH OH O OH K OH R H R H R H

i mport requests
inport json

def usage(argv):
print "Usage:", argv[O0], "<sparkhost:port> <root token> <csv || json>"
exit(1)

def main(argv): (1)
if len(argv) != 4: usage(argv) (2]
host, token, output_format = argv[1:]
tokens = gettokens(host,token)
folderinfo = getfol derinfo(host, token)
getfol ders(host, folderinfo, tokens, output_format)

def gettokens(host, token): (3]
url = "http:// %/ config?token=%" % (host, t oken)
cfg = requests.get(url).json()
return dict([(conp,d['uuid]) for conp,d in cfg.iteritenms()])

def getfol derinfo(host, token): (4]
url = "http:// %/ configl/fol ders?token=%" % (host, t oken)
return requests.get(url).json()

def findfol ders(host, folder_info, tokens, output_format): (5]
for conp, conp_data in folder_info.iteritens():
print conmp+" (Token: "+tokens[conp]+")"
for org, org_data in conp_data.iteritenms():
for folder, folder_data in org_data.iteritems():
wri t ef ol der st atus(host, tokens[conp], conp, org, folder, output_fornmat)

def writefol derstatus(host, token, conp, org, folder, output_format): (6]
url = "http:// %/ status/ %/ %/ ¥%?t oken=%&f or mat =%" % (host, conp, org, folder, token, output_format)
print " URL is "+url
QUTPUT_FI LE = conp+"-"+org+"-"+f ol der +"- st at us. " +out put _f or nat

print " Witing JSON to "+QUTPUT_FI LE
target = open(QUTPUT_FILE, 'w)
if output_format == "json":
target.wite(json.dunps(requests.get(url).json(), indent=4, sort_keys=True))
if output_format == "csv":

response = requests.get(url)
target.wite(response. content)
target.wite('\n")

target.cl ose()

if _name__ =="'__min__": (7]
fromsys inport argv
nei n(argv)

Figure 6.2. Sample Python Code to Retrieve /status I nfor mation

The major stepsin the Python application shown in Figure 6.2, “ Sample Python Code to Retrieve /status
Information” are the following:

© Thenmai n function provides a traditional main routine that shows the order in which functions are
called in the application

® Check if the right number of command-line arguments have been provided, assign them to
appropriate variables if so and identifying the expected argumentsif not.
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(3]

Usesthe/ conf i g API to retrieve the company information from the V-Spark installation and build
adictionary that only contains the company name and associated token information from the host
that was specified on the command-line

Usesthe/ confi g/ f ol der s API to retrieve the folder-level configuration information from the
host that was specified on the command-line

Initiatesthe primary loop for the application, whichis controlled by the companiesthat werefoundin
the information that was retrieved from the host specified on the command-line. Each company has
an associated authorization token (originally stored intheuui d name/value pair), which isthe other
field for each company entry in the dictionary that was constructed in the get t okens () function.
The short name for each company is the data item in the company JSON that provides the linkage
between the data from the company and folder sources. This loop then uses this information to
walk the company/organization/folder hierarchy inthe V-Spark installation that was specified on the
command-line, calling the function that represents the core functionality of this application.

Writes statusinformation in the format that was requested on the command-line to afile whose name
is CO_SHORT-ORG_SHORT-FOLDER-status.out put - f or mat .

The name of the scope in which the top-level code executes. This enables the sample application to
execute standalone or as a part of another application. Thisis a standard Python notation, and is not
anything that is specific to V-Spark.
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Chapter 7. Searching V-Spark Data

V-Spark provides severa REST APIs that enable you to read (and, in one case, update) configuration,
status, and log information about a V-Spark installation, and also to search that installation. Chapter 3,
Retrieving and Updating V-Spark Information provided an overview of these APIs and then provided
details about the/ configand/ | i st APIs. Chapter 6, Retrieving Folder Satus Information provides
detailed information about the/ st at us API. The next few sections provide detailed information about
the / sear ch API which enables you to programmatically search the files that contain transcripts in
specified foldersin aV-Spark installation. All of these APIs return and use information in JSON format,
many also support Comma-Separated Value (CSV) output, and some support direct exporting of matching
transcript filesin the ZIP archive format.

AsREST APIs, these APIs can be used in any programming language or with any application that supports
both REST callsand which provides or can invoke a JSON parser that enables you to work with the output
of these calls.

7.1. Reference for the /search API

The/ sear ch API enablesyou to search all transcriptions for an organization or those that are located in
afolder within an organization. Y ou can search using two different REST methods:

GET  Search parameters are specified as optionsthat are passed as parameters which are part of aquery

POST  Search parameters are specified name/value pairsin a JSON file that is passed to the API

Synopsis

CGET / sear ch/ CO_SHORT/ ORG_SHORT?t oken=TOKEN&OPTI ONS. . .

CET / sear ch/ CO_SHORT/ ORG_SHORT/ FOLDERNAME?t oken=TOKEN&OPTI ONS. . .
POST / sear ch/ CO_SHORT/ ORG_SHORT?t oken=TOKEN&OPTI ONS. . .

POST / sear ch/ CO_SHORT/ ORG_SHORT/ FOLDERNAME?t oken=TOKEN&OPTI ONS. . .

Description

As shown in the synopsis, the V-Spark / sear ch API supports both GET and POST calls, both of which
search a specified V-Spark installation, but which pass parameters to the APl in different ways. See
Section 7.3, “Using the /search API with cURL” for examples of passing parameters in both ways using
the cURL command. See Section 7.4, “Using the /search API with Python” for examples of using both
the GET and POST modelsin Python.

Variablesused in acall to the/ sear ch API are the following:
CO_SHORT The short name of the company whose transcripts you want to search

ORG_SHORT  The short name of the organization that you are interested in. Finding that information
isshown in Figure 4.1, “Location of the V-Spark Organization Short Name”.

FOLDERNAME  The name of the V-Spark Folder whose transcripts you want to search

TOKEN The V-Spark authorization token that you are using to establish permission to retrieve
information. You can either use the root token for the target V-Spark installation
(located in the file / opt / voci / st at e/ vspar k/ api t oken) or the authorization
token for the company under which the specified ORG_SHORT or FOLDERNAME is
located. Locating a company's authorization token is shown in Figure 1.1, “Location of
a Company Authorization Token”.
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7.1.1.

Subsequent sections provide detailed information about the many GET options (which map to POST name/
value pairs) that you can specify in callstothe/ sear ch API. Options are discussed in the form that they
would be specified as part of a GET call. The value that you specify for the out put option determines
what other sets of options you can specify.

Content Types

* GET method options are expected as query parameters with the "text/html" MIME type

» POST method options are expected as JSON objects with the "application/json" MIME type

» count output type returns plain text data with the "text/html" MIME type

e summar y output typewithj son option returns JSON formatted data with the "text/html” MIME type
e sunmar y output typewith csv option returnscommaseparated valueswith the "text/html" MIME type
» det ai | s output type returns JISON formatted data with the "text/html" MIME type

e zi p output type returns a zip file with the "application/zip" MIME type

» Errorswill be returned with the "text/html" MIME type

Output Type Options

After identifying thet oken that you want to use to access the V-Spark installation or company data that
you want to query (discussed in Section 7.1, “ Reference for the /search API), the most basic option that
you will want to specify isthe out put option. The value that you provide for this option determines the
other options that you can provide when calling the/ sear ch API:

out put =TYPE
Specifies the type of results that you want to receive from a search query:

count Returns the number of search results that matched your query. After specifying the
out put =count option on the command-line or in a JSON file, you can also specify
any of the options discussed in Section 7.1.2, “Search Term Options’.

detai |l s Returnsacollection of the Voci JSON for the search results for each result that matched
your query. After specifying the out put =det ai | s option on the command-lineor in
aJSON file, you can also specify any of the options discussed in Section 7.1.2, “ Search
Term Options” or Section 7.1.5, “Output Sorting Options’.

summary Returnsasummary of the matching search resultsin JSON or Comma-Separated Value
(CSV) format. This is the default value, and is used when no other out put vaue
is specified. After specifying the out put =surmmar y option on the command-line, in
a JSON file, or by using it as a default value that you are not overriding, you can
also specify any of the options discussed in Section 7.1.2, “Search Term Options’,
Section 7.1.5, “Output Sorting Options’, Section 7.1.4, “Output Field Options’, or
Section 7.1.3, “Output Format Options”.

zip Returnsthefiles that matched your query, returning them in the ZIP archive format. The
ZIP archive that is returned includes these audio files hierarchically. After specifying
the out put =zi p option on the command-line or in a JSON file, you can also specify
any of the options discussed in Section 7.1.2, “ Search Term Options” or Section 7.1.5,
“Qutput Sorting Options’. You can also passthe zi pf i | es= parameter to identify the
files that you want to be included in the output zip file. This must be one or more of
j son, np3, or t ext . Specifying multiple values is done as a comma-separated list.
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When explicitly specified in a JSON file as part of a/ sear ch POST call, the out put vaueis
specified as the following in your JSON file of search specifications:

“output" : "val ue"

7.1.2. Search Term Options

The types of searches that you can perform using the V-Spark / sear ch API demonstrate its power and
flexibility. Search parameters and potential values are the following:

agent _clarity=NM Search for audio records with agent voice clarity percentage within
the range of N to M which are floating point values. Agent voice
clarity measures how clear the agent sounds in the recorded audio.
Agentswith aclarity of "1" would be the clearest. Low clarity isthe
result of poor signal, background noise, accent, or poor enunciation.

agent _enot i on=EMOTI ON Search for files where the emotional score of the agent's portion
of the audio is EMOTI ON. Possible values for EMOTI ON are
i mprovi ng, negati ve, positive, and wor seni ng. Only
one agent _enot i on vaue can be used within a single search.
For example:

agent _enot i on=negati ve

agent _gender =GENDER Search for files where the gender of the agent has been identified
as GENDER. Possible values for GENDER are f enal e and nmal e.
Only one agent _gender vaue can be used within a single
search. For example:

agent _gender =f enal e

app. name=APPNANME and Search for transcripts that have received the specified SCORE
app. CATEGORY=SCORE level from the V-Spark application named APPNAME in the
specified top-level category, or optional lower-level category
of that category. Specify lower-level categories using a full
dot-separated path through the category tree. For example:
app. TOP_CATEGORY. LONER _CATEGORY. LONER_CATEGORY
Score level may be one of the following values:
e Al | - Scoregreater than O
* Hi gh - Score greater than 0.66
e Medi um- Score greater than 0.33
* Low- Score between 0 and 0.33
* None - Scoreof O

client_clarity=N-M Search for audio records with client voice clarity percentage within
the range of N to M which are floating point values. Client voice
clarity measures how clear the client soundsin the recorded audio.
Clientswith aclarity of "1" would be the clearest. Low clarity isthe
result of poor signal, background noi se, accent, or poor enunciation.

client_enoti on=EMOTI ON Search for files where the emotional score of the client's portion
of the audio is EMOTI ON. Possible values for EMOTI ON are
i mpr ovi ng, negati ve, posi tive, and wor seni ng. Only
onecl i ent _enoti on value can be used within a single search.
For example:

client_enotion=i nprovi ng
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cl i ent _gender =GENDER

dat er ange=START- END

di ari zat i on=SCORE

durati on=N-M

overal | _enoti on=EMOTI ON

overal | _gender =GENDER

overtal k=NM

Search for files where the gender of the client has been identified
as GENDER. Possible values for GENDER are f enal e and nal e.
Only one cl i ent _gender value can be used within a single
search. For example:

client_gender=nal e

Enables you to specify a date range that your search should be
restricted to. The START and END values, though optional, are
both expressed as YYYYMVDD] HHmss] values where the year
(YYYY) month (MM) and day (DD) valuesarerequir ed, the hours
(HH), minutes (mm), and seconds (ss) are optional. Date ranges
are always assumed to be positive (where START islessthan END).
No verification is done to ensure that this is correct. Invalid date
ranges will simply return no values. If START is not specified, a
default value of 01 January, 1900 is used. If END is not specified,
the current date is used.

Search for audio records with adiarization score of at |east SCORE.
which is a floating point value between 0 and 1. When mono
(1 channel) audio has multiple speakers, diarization can separate
the speakers for analysis. The diarization score identifies how
completely the call was divided into individual speakers. A score
of 2 means the call was not diarized. Diarization technology is not
perfect, and to find calls where diarization is done well, set SCORE
closer to one than to zero. The tradeoff is that fewer calls will be
retrieved.

Search for audio records with durations within the range of Nto M
which are a common colon delimited duration format hh: mm ss
that define a numeric range in seconds, where seconds (ss) is
reguired, hours (hh) and minutes (mm) are optional, and colons
are only included as appropriate when hours or minutes are
included. The following example would find durations between 30
minutes and one hour:

dur ati on=30: 00- 01: 00: 00

Search for files where the overall emotional score of
the audio is EMOTI ON. Possible values for EMOTI ON are
i mpr ovi ng, negati ve, posi tive, and wor seni ng. Only
oneover al | _enot i on valuecanbeused within asingle search.
For example:

overal | _enotion=positive

Search for files where the overall gender of the speakers has been
identified as GENDER. Possible values for GENDER are f eral e
andnal e. Only oneover al | _gender value can be used within
asingle search. For example:

overal | _gender=nal e

Search for audio records with overtalk percentageswithin therange
of Nto M which are floating point values. Overtalk occurs when
speakers talk over one another. A recording's ovetalk percentageis
the count of Agent-initiated overtalk turns as a percentage of the
total number of Agent speaking turns. In other words, out of all of
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the Agent’ sturns, it measureshow many turnsinterrupted aClient’s
turn. An overtalk value of "1" indicates the most overtalk.

silence=N-M Search for audio records with silence percentages within the range
of Nto M which arefloating point values. Silenceisequal to all non-
speech time, asapercentage of thetotal audio duration. If musicand
noise are not decoded to word-events, they are counted as silence.
Callswith asilence value of "1" contain the most silence.

terns. Fl ELD=VALUE Fieldsthat can identified for searching are the following:

e agent

e agentid

e client

« file

e requestid

e speakers

e tag

e tid

e CLI ENT- DATA - search any of the custom metadata fields that
have been entered within the folder with which your audio files
are associated

Include multipletermsin thevalue by using acomma-separated list.

t er ms. op=OPERATOR Combine multiple search terms (and therefore, their associated
fields) by using alogical and or or operator, where and is the
default operator. For example:

terms.tid=1, 2&t erns. op=or

7.1.3. Output Format Options

The format in which search results are delivered is specified by the following option:

f or mat =FORVAT Identifies the output format in which your search results are delivered, where
FORMAT iscsv or j son. Thedefault valueisj son. Producing Comma-Separated
Value (csv) output simplifies importing search results into other software, such as
spreadshests, that support CSV input.

I mportant

If custom metadata fields are associated with the folders in which search results are found,
JSON output will only include fields that have values. CSV output will include al fields,
with an empty value for fields without an explicit value.

7.1.4. Output Field Options

Depending on the output format that you specified in your query, the / sear ch API enables you to
identify the fields that you want to display when showing the results of your search. Y ou can specify these
parameters when using summar y asthe/ sear ch APl'sout put type.

Field specifications are a comma-separated list of specified fields to include or exclude in output. Fields
to exclude are preceded by a- sign. Field specifications are the following:
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VOCi

Fieldsthat are specific to audio datathat has been transcribed by V-Spark software. This
isthe default behavior if no value for thef i el ds option is specified. voci fields are:

agent _clarity

agent _enotion

agent _gender
agentid

client _clarity

client_enotion

client _gender

dateti me

di ari zati on

dur ati on

es _doc_id

fil enane

f ol der

overal | _enotion

overtal k

How clear the agent channel/speech is, expressed as a value
between 0 and 1, where 1 is highest

Overall agent emotional intelligence assessment derived from
both acoustic and linguistic information, and having one of the
following values: Posi ti ve, Wr seni ng, | npr ovi ng,
or Negati ve

Gender of the agent, one of Mal e or Fenal e
Identifier for a specific agent

How clear the client channel/speech is, expressed as a value
between 0 and 1, where 1 is highest

Overall agent emotional intelligence assessment derived from
both acoustic and linguistic information, and having one of the
following values: Posi ti ve, Wr seni ng, | npr ovi ng,
or Negati ve

Identification of the gender of the client, one of Mal e or
Femal e

Transcript date and time, expressed in Coordinated Universal
Time (UTC)

Only provided in 2 speaker, 1 channel calls; a value between
0 and 1 identifies how completely the call was divided into
individual speakers. A value of 1 is the best possible value
for speaker separation. A value of 2 means the call was not
diarized.

Duration of the call

Unique identifier for a transcript in Elasticsearch index. Not
included when voci is specified asreturn field.

Name of the uploaded audio or JSON filein which the search
request was matched

Name of the folder where the file was uploaded. Not included
whenvoci isspecified asreturnfield.

Overal emotional intelligence assessment for an audio
file, derived from both acoustic and linguistic information,
and having one of the following values. Positi ve,
Wor seni ng, | nprovi ng, or Negati ve

Percentage of call when the agent talks over or interrupts the
client. Equal to the number of turns where the agent initiated
overtalk divided by the total number of agent turns.
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previ ew

requestid

score

si |l ence

tags

tid

url

An excerpt of thetranscribed call, in which matched termsare
highlighted

Unique identifier for a transcription request. This value is
assigned when an audio file is submitted for transcription.

Calculation of how well a transcription matches the terms
specified in your search. This is represented as a value
between 0 and 1, and can depend on the type of query that you
submitted. For example, date range queries aways provide
a score value of 1 for any transcription that occurred in the
specified date range.

Percentage of call duration that is silence. Equal to all non-
speech time, thisvalueis calculated as call duration minusthe
sum of the duration of each word. If music and noise are not
decoded to word-events, they would be counted as silence.

Tags added to files in the GUI. Not included when voci is
specified asreturn field.

The unique identifier of transcript

URL to visit the file details in the GUI. Not included when
voci isspecified asreturn field.

CLI ENT- DATA Custom metadata fields, specified by name, that have been entered within the folder
with which the audio files are associated

al | Get all voci and CLI ENT- DATAfieldsin the audio filesin the specified folder or in
all folders associated with an organization

apps To get scores for al applications, specify apps. (You may only specify either apps
or app. APPNANME, not both.)

app. APPNAME Toget scoresfor aspecific application, specify app. APPNAME (Y ou may only specify
either apps or app. APPNAME, not both.) To get scores for a specific category in an
application, specify the category's full name, which includes its parents' names. For
example, app. APPNAMVE. TOP_CATEGORY. LONER_CATEGORY.

7.1.5. Output Sorting Options

The V-Spark / sear ch API provides multiple parameters that enable you to specify the way in which
search results should be sorted. Y ou can specify these parameterswhen using any / sear ch APl out put
type with the exception of the count output type.

Possible sorting output options are the following:

of f set =NUMBER Specifies the number of the first search result that should be returned. The
of f set is used in conjunction with the si ze option to enable you to
page through search results when their number exceeds the si ze value. For
example, if a search matches 500 results and you are using a si ze value
of 100, you would specify &of f set =100 to return results 101-200, and
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si ze=NUVBER

sort =FI ELD

sortdi r=Dl RECTI ON

&of f set =200 to return results 201-300, and so on. The default of f set
vaueisO.

Specifiesthe number of matching results that will bereturned at onetime. The
default si ze valueis 100. The maximum value for si ze is 1000.

Specifies how matching search results should be ordered when returned.
Regardless of the specified sort FlI ELD, score is always used as a
secondary sort option. The default sort valueisdat et i me. Thefollowing
Voci Fl ELDs are available sort options:

e agent _clarity
e agent _enotion
e agent _gender

e client_clarity
e client_enotion
e client_gender
e datetine

e diarization

e duration

o fil enane

e overall _enotion
e overtal k

e score

e silence

Direction in which to sort output entries. DI RECTI ON should be either asc
for ascending order, or desc for descending order, based on data type. The
default valueisdesc.

7.2. Sample JSON Output for a query from the /

search API

The following is an excerpt from the output of a cal to the/ sear ch API, showing a file that matches
the query that was submitted, and which shows the default fields that are returned in a response:

[

"filename": "fileljson.wav",
"agentid": "105",

"datetine": "2017-07-18 17:07: 12",
"duration": "0:05:25",

"score": "1.0000",

"tid": 5,

"requestid": "11723359-d790- 4a88- af f 8- 7925296e7df 2",
"agent _gender": "Fenale",
"client_gender": "Male",

"overal | _enotion": "Ilnproving",
"client_enotion": "Negative",
"agent _enotion": "Positive",
"overtal k": "0.0000",

"silence": "0.4269",

"agent _clarity": "0.0000"
"client_clarity": "0.8298
"diarization": "2.0000",

"preview': {}
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7.3. Using the /search APl with cURL

The cURL utility makes it easy to test using the V-Spark API by providing a command-line mechanism
for invoking APIssuch asthe/ conf i g API. The next few sections provide examples of using the GET,
POST, and DELETE output types with aV-Spark API from the command-line viathe cURL command.

If you are unfamiliar with the cURL command, see Section 1.3, “Using cURL for REST API Testing” for
ashort introduction and an explanation of how cURL examples are displayed. See Section 1.3.2, “ Tipsfor
Debugging and Managing cURL Calls’ for suggestions about how to debug and manage cURL calls.

The following is a cURL example that shows calling the / sear ch APl using the GET method, which
suppliesthe/ sear ch parameters as options on the URL :

curl http://exanpl e. conpany. conm sear ch/ Test/ Test - Testi ng/ Test 01? \
t oken=0123456789abcdef 0123456789abcdef &ur at i on=4. 5- 5. 50

Thefollowing isacURL example that shows calling the/ sear ch API using the POST method.

curl \

-H ' Content-type: application/json' \

-d '{"daterange":"20190613-20190614"}"' \

-X POST https://exanpl e. conpany. com sear ch/ Test/ Test - Test i ng/ Cal | Cent er DenbsTest 01?
t oken=1234567890abcdef ghi j k1234567890a

The - d flag provides a date range for the search as JSON-format data.

7.4. Using the /search API with Python

You can aso use the / sear ch API using either GET or POST from programming languages such as
Python. The next sections provide sample Python code for a simple application that uses each of these
HTTP output types.

7.4.1. Using the /search API via GET with Python

Figures Figure 7.1 and Figure 7.2 show a sample application that usesthe/ sear ch API's GET method
to search the fol ders associated with a specified company (passed as a parameter) in aV-Spark installation
and saves matching results to a file. Whenever matching items are found, the application calls the AP
with the out put typesetto count to identify how many matches were found.
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#! [ usr/bi n/ env python

H o H R H

Copyright 2017 Voci Technol ogies, Inc. Al rights reserved.
Cont ai ns confidential conpany infornation.
Unsupported exanpl e code - Not for production use.

i mport requests
inport json
import urllib2

def

def

def

def

def

usage(argv):
print "Usage:", argv[0], "<sparkhost:port> <root token> <conpany> <parans>"
exit(1)

mai n(argv) : (1]

if len(argv) != 5: usage(argv) (2]

host, token, conpany, searchparans = argv[1:]

tokens = gettokens(host,token)

folderinfo = getfolderinfo(host, token)

findfol ders(host, folderinfo, tokens, conpany, searchparans)

gett okens(host, token): (3]

url = "http://%/ config?token=%" % (host, token)

cfg = requests.get(url).json()

return dict([(conp,d['uuid ]) for conp,d in cfg.iteritens()])

get f ol deri nfo(host, token): (4]
url = "http:// %/ config/fol der s?t oken=%" % (host, t oken)
return requests.get(url).json()

findfol ders(host, folder_info, tokens, conpany, searchparans): (5)
for conp, conp_data in folder_info.iteritens():
if conp == conpany:
print "Searching fol ders under "+conpany+" (Token: "+tokens[conp]+")"
for org, org_data in conp_data.iteritens():
for folder, folder_data in org_data.iteritems():
sear chandprintresul t s(host, tokens[conp], conp, org, folder, \
sear chpar ans)

Figure 7.1. Sample Python Code to search for Audiousing GET, Part 1

The major steps in the portion of the Python application shown in Figure 7.1, “Sample Python Code to
search for Audio using GET, Part 1" are the following:

(2]

The mai n function provides a traditional main routine that shows the order in which functions are
called in the application

Check if the right number of command-line arguments have been provided, assign them to
appropriate variables if so and identifying the expected argumentsif not.

Usesthe/ conf i g API to retrieve the company information from the V-Spark installation and build
adictionary that only contains the company name and associated token information from the host
that was specified on the command-line

Usesthe/ confi g/ f ol der s API to retrieve the folder-level configuration information from the
host that was specified on the command-line

Initiatesthe primary loop for the application, which is controlled by the companiesthat werefoundin
the information that was retrieved from the host specified on the command-line. Each company has
an associated authorization token (originally stored intheuui d name/value pair), which isthe other
field for each company entry in the dictionary that was constructed in the get t okens (') function.
The short name for each company is the data item in the company JSON that provides the linkage
between the data from the company and folder sources. This loop then uses this information to
search for organization/folder data that is associated with the company whose name was specified
on the command-line, calling the function that represents the core functionality of this application
(sear chandpri ntresul t s) for each organization and folder.
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7.4.2.

def searchandprintresul ts(host, token, conp, org, folder, searchparans):
url = "http:// %/ search/ %/ %/ %?t oken=%%" % (host, conp, org, folder, token, searchparans) (1)
response = requests.get(url)
if response. status_code == 200: (2]
print " URL is "+url
counturl = url +"&out put =count "

count response = requests. get(counturl) (3]
QUTPUT_FI LE = conp+"-"+org+"-"+f ol der +"-search. j son"

print " Witing Matching JSON for "+countresponse.text+" matches to "+OUTPUT_FI LE
target = open(OUTPUT FILE, 'w) @
data = json.load(urllib2. urlopen(url))

target.wite(json.dunps(data, indent=4, sort_keys=True))
target.cl ose()

if __name__ =="'__min__":
fromsys inport argv
nei n(ar gv)

Figure 7.2. Sample Python Code to search for Audio using GET, Part 2

The major steps in the remainder of the Python application, shown in Figure 7.2, “ Sample Python Code
to search for Audio using GET, Part 2", are the following:

O Assemblesthe URL that will be called with the GET method, and then calls that URL.

0@ Testseach folder for audio that matches the search parameters that were specified on the command-
line, and teststhe result of the HT TP call to the REST API to determineiif the search was successful.

® If the search was successful, the application calls the same URL, appending the out put =count
parameter in order to retrieve the number of matches found. This number is used in an informative
message.

O If the search was successful, the application aso saves the matching search results to a file whose
name is made up of the company, organization, and folder in which matching results were found.

The following is an example of executing this application, assuming that the code shown in Figures
Figure 7.1 and Figure 7.2 was concatenated and saved to an executable file named sear ch- get -
sear ches. py:

./ search-get-searches. py exanpl e. conpany. com 1656744ac845cbe185d1a50a0225d7ac \
DocTest Co ' &cl i ent _enoti on=positive'

Output from executing this application depends on a V-Spark installation: the company that you are
running it against and the folder data that is associated with that company. That output might look
something like the following:
Searching fol ders under DocTestCo (Token: d457aa9c65a602254e9810c8d08025ad)

URL is http://exanpl e. conpany. conf sear ch/ DocTest Co/ DocTest Co- DocTest i ng/ Test 01?

t oken=d457aa9c65a602254e9810c8d08025ad&cl i ent _enot i on=posi tive
Witing Matching JSON for 4 matches to DocTest Co- DocTest Co- DocTesti ng- Test 01-1 og. j son

Using the /search API via POST with Python

FiguresFigure 7.3 and Figure 7.4 show an application with exactly the same functionality asthe application
shown in Figures Figure 7.1 and Figure 7.2, but using the / sear ch API's POST method rather than the
GET method that was used in Figures Figure 7.1 and Figure 7.2. In this application a JSON file containing
the/ sear ch parameters is passed as a command-line argument rather than the parameters themselves.
As this example shows, reading parameters from a JSON file make it easy to programmatically modify
those parametersif you need to issue the same call in adlightly different fashion.
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#! [ usr/bi n/ env python

H o H R H

Copyright 2017 Voci Technol ogies, Inc. Al rights reserved.
Cont ai ns confidential conpany infornation.
Unsupported exanpl e code - Not for production use.

i mport requests
inport json
import urllib2

def

def

def

def

def

usage(argv):
print "Usage:", argv[0], "<sparkhost:port> <root token> <conpany> <JSON- parans-file>"
exit(1)

mai n(argv) : (1]

if len(argv) != 5: usage(argv) (2]

host, token, conpany, searchparanfile = argv[1:]

tokens = gettokens(host,token)

folderinfo = getfolderinfo(host, token)

findfol ders(host, folderinfo, tokens, conpany, searchparanfile)

gett okens(host, token): (3]

url = "http://%/ config?token=%" % (host, token)

cfg = requests.get(url).json()

return dict([(conp,d['uuid ]) for conp,d in cfg.iteritens()])

get f ol deri nfo(host, token): (4]
url = "http:// %/ config/fol der s?t oken=%" % (host, t oken)
return requests.get(url).json()

findfol ders(host, folder_info, tokens, conpany, searchparanfile): (5]
for conp, conp_data in folder_info.iteritens():
if conp == conpany:
print "Searching fol ders under "+conpany+" (Token: "+tokens[conp]+")"
for org, org_data in conp_data.iteritens():
for folder, folder_data in org_data.iteritems():
sear chandpri ntresul t s(host, tokens[conp], conp, org, folder,
sear chparanfil e)

Figure 7.3. Sample Python Code to Search for Audio using POST, Part 1

The major steps in the portion of the Python application shown in Figure 7.3, “Sample Python Code to
Search for Audio using POST, Part 1” are the following:

(2]

The mai n function provides a traditional main routine that shows the order in which functions are
called in the application

Check if the right number of command-line arguments have been provided, assign them to
appropriate variables if so and identifying the expected argumentsif not.

Usesthe/ conf i g API to retrieve the company information from the V-Spark installation and build
adictionary that only contains the company name and associated token information from the host
that was specified on the command-line

Usesthe/ confi g/ f ol der s API to retrieve the folder-level configuration information from the
host that was specified on the command-line

Initiatesthe primary loop for the application, which is controlled by the companiesthat werefoundin
the information that was retrieved from the host specified on the command-line. Each company has
an associated authorization token (originally stored intheuui d name/value pair), which isthe other
field for each company entry in the dictionary that was constructed in the get t okens (') function.
The short name for each company is the data item in the company JSON that provides the linkage
between the data from the company and folder sources. This loop then uses this information to
search for organization/folder data that is associated with the company whose name was specified
on the command-line, calling the function that represents the core functionality of this application
(sear chandpri ntresul t s) for each organization and folder.
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def searchandprintresul ts(host, token, conp, org, folder, searchparanfile):
url = "http:// %/ search/ %/ %/ %?t oken=%" % (host, conp, org, folder, token)

with open(searchparanfile) as json_file: (1)
param data = json.|oad(json_file)
header = {' Content-type': 'application/json'}
response = requests. post(url, data=json.dunps(param data), headers=header)

if response.status_code == 200: (2]
print " URL is "+url

param dat a[ "out put"] = "count".decode(' utf-8") (3]

countresponse = requests. post(url, data=json.dunps(param data), headers=header)
QUTPUT_FI LE = conp+"-"+or g+"-"+f ol der +"- post - sear ch. j son"

print " Witing Matching JSON for "+countresponse.text+" matches to "+OUTPUT_FI LE

with open( OQUTPUT_FI LE, node='wb') as localfile: (4]
local file.wite(response.content)
local file.close()

if __name__ =="'__min__"':
fromsys inport argv
nai n(ar gv)

Figure 7.4. Sample Python Code to Search for Audio using POST, Part 2

The mgjor stepsin the remainder of this sample Python application. shown in Figure 7.4, “ Sample Python
Code to Search for Audio using POST, Part 2", are the following:

O Assemblesthe URL that will be called with the POST method, reads in the JSON file that contains
the parameters with which you want to call the API, sets the correct header value that is required to
identify the type of datathat you are passing to the POST call, and then calls that URL .

® Testseach folder for audio that matches the search parameters that were specified on the command-
line, and teststhe result of the HT TP call to the REST API to determineif the search was successful.

© If the search was successful, the application modifies the in-memory representation of the JSON file
to specify that the next call that usesthat datawill request the number of matching results rather than
the matching data. This number is used in an informative message.

O If the search was successful, the application aso saves the matching search results to a file whose
name is made up of the company, organization, and folder in which matching results were found.

The following is an example of executing this application, assuming that the code shown in Figures
Figure 7.3 and Figure 7.4 was concatenated and saved to an executable file named sear ch- post -
sear ches. py:

. I search- post - sear ches. py exanpl e. conpany. com 1656744ac845cbhel185d1a50a0225d7ac \
DocTest Co summary-and-client-enotion.json

Output from executing an application depends on aV-Spark installation: the company that you are running
it against and the folder data that is associated with that company. That output might look something like
the following:
Searching fol ders under DocTestCo (Token: d457aa9c65a602254e9810c8d08025ad)

URL is http://exanpl e. conpany. conf sear ch/ DocTest Co/ DocTest Co- DocTest i ng/ Test 01?

t oken=d457aa9c65a602254€9810c8d08025ad
Witing Matching JSON for 4 matches to DocTest Co- DocTest Co- DocTest i ng- Test 01- sear ch. j son
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Chapter 8. Retrieving Folder and
Application Statistics
Information

This section describes V-Spark's APIs that enable you to programmatically check and retrieve folder
statistics (/ st at s) and statistics for agent application and category scores (/ appst at s).

8.1. Retrieving Folder Statistics

The / st at s APl enables you to retrieve daily statistics for folders. The next few sections provide
reference information for this API, and examples of calling this API from the Section 8.1.3, “Using the /
stats APl with cURL” and Section 8.1.4, “Using the /stats APl with Python”.

8.1.1. Reference for the /stats API

The/ st at s APl enablesyou to retrieve daily statistics for folders by specifying a date or date range for
which you want to retrieve information. Statistics are returned in JSON format, include call volume and
average call duration, and aso includes agent information if callsinclude agent id metadata.

Synopsis

GET /st at s/ CO_SHORT/ ORG_SHORT?t oken=TOKEN&OPTI ONS. . .
GET /st at s/ CO_SHORT/ ORG_SHORT/ FOLDERNAME?t oken=TOKEN&OPTI ONS. . .

Description
Variablesused in the URL of acall tothe/ st at s API are the following:
CO_SHORT The short name of the company whose statistics you would like to retrieve

ORG_SHORT  The short name of the organization that you are interested in. Finding that information
isshown in Figure 4.1, “Location of the V-Spark Organization Short Name”.

FOLDERNAME The name of the V-Spark Folder whose statistics you would like to retrieve. If you do
not specify the name of a folder, matching statistics for all folders under the specified
ORG_SHORT will be returned.

TOKEN The V-Spark authorization token that you are using to establish permission to retrieve
information. Y ou can either use theroot token for the target VV-Spark installation (located
in the file /opt/voci/state/vspark/apitoken) or the authorization token for the company
under which the specified ORG_SHORT is located. L ocating a company's authorization
token isshown in Figure 1.1, “Location of a Company Authorization Token”.

Options
The following options can be passed as parametersto callstothe/ st at s API:

dat er ange=START-END Enables you to specify a date range for daily stats. The START and END
values are both expressed as YYYYMVDD values, where the year (YYYY)
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month (MM and day (DD) values are required. Date ranges are always
assumed to be positive (where START islessthan END). No verificationis
doneto ensure that thisis correct. Invalid date ranges will ssimply return no
values. If START is not specified, the default value is today's date. If END
is not specified, only the start date's stats are returned. If this option is not
specified, today's date is used.

| mportant

No information is returned for dates in the specified range
that do NOT contain any calls.

Content Types
* GET method returns JSON formatted data with the "text/html" MIME type

» Errorswill be returned with the "text/html" MIME type

8.1.2. Sample JSON from the /stats API

Figure 8.1, “Sample Folder Statistics Output from the /stats API” shows an excerpt of the output that is
produced by acall to the/ st at s API, specifying afolder to which audio files have been uploaded and
processed on a specified date (or the current date if the dat e parameter was not specified).

"date": "20170925",
"calls": 5,
"avgduration": "0:09:52",
"avgsil ence": "0:04:12",
"avgwords": 1256. 6,

"agent": {
"avgcal I's": "1.7",
"tal k": {
"avg": "0:02:57",
"mn": {
"id": "004",
"duration": "0:00:32"
}.
" max" :
"id": "002",
"duration": "0:09:24"
}
}

"emotion": {
"positive": 3,
"wor seni ng": O,
"negative": 2,

"improving": O
}
.
"client": {
"tal k": {
"avg": "0:02:43"
.
"emotion": {
"positive": 1,
"wor seni ng": 0,
"negative": 3,
"inproving": 1
}
}

}

Figure 8.1. Sample Folder Statistics Output from the /stats API
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8.1.3. Using the /stats APl with cURL

This section discusseshow to usethe/ st at s API toretrieve high-level folder statisticsinformation from
a specified V-Spark installation.

If you are unfamiliar with the cURL command, see Section 1.3, “Using cURL for REST API Testing” for
ashort introduction and an explanation of how cURL examples are displayed. See Section 1.3.2, “Tipsfor
Debugging and Managing cURL Calls’ for suggestions about how to debug and manage cURL calls.

An example of acURL command to retrieve daily statsinformation from September 25, 2017 (20170925)
from the company "DocTestCo", organization "DocTestCo-DocTesting", folder "TestO1" on the host
exanpl e. conpany. comisthe following:

curl -s 'http://exanpl e. conpany. con st at s/ DocTest Co/ DocTest Co- DocTest i ng/ Test 01\
?t oken=01234567890123456789012345678901&dat er ange=20170925'

To produce this output in a pretty-printed form that is more usable, and write that output to the file
stats.json, you could execute a command like the following:

curl -s 'http://exanpl e. conpany. conl st at s/ DocTest Co/ DocTest Co- DocTest i ng/ Test 01 \
?t oken=012345678901234567890123456789012&dat er ange=20170605" | \
python -mjson.tool > stats.json

Tip

The j son.tool module that is provided by Python sorts keys in JSON output
alphabetically. If you want to pretty-print JSON output without reorganizing key
values, you may want to use a Python command such as jsonlint, which includes
pretty-printing along with other capabilities and is provided as part of the pyt hon-
denj son-1. 6- 1. el 6. noar ch package on CentOS systems.

Example output from the previous command would look something like the following:
[

"date": "20170925",
"calls": 5,
"avgduration": "0:09:52",
"avgsil ence": "0:04:12",
"avgwor ds": 1256. 6,

"agent": {
"avgcal I s": "1.7",
"tal k": {
"avg": "0:02:57",
"mn": {
"id": "004",
"duration": "0:00:32"
.
"max": {
"id": "002",
"duration": "0:09:24"
}
}

"emotion": {
"positive": 3,
"wor seni ng": O,
"negative": 2,
"inproving": O
}

.

"client": {

"tal k": {
"avg": "0:02:43"
}

"emotion": {
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"positive": 1,
"wor seni ng": 0,
"negative": 3,
"inmproving": 1

8.1.4. Using the /stats APl with Python

Figure 8.2, “Sample Python Code for Retrieving Folder Statistics from the /stats API” shows a generic
Python application that can be used to call any V-Spark API. While you will probably want to develop
more specialized Python applications to use specific V-Spark APIs directly, this sample code shows the
basi c mechanismsthat makeit easy to interact withthe/ st at s API from Python. Thissample application
enables you to pass both the API that you want to call and the parameters that you want to provide. In this
case, the parameter isthe date or the date range that you want to retrieve statistics for, based on the folder
that is specified in the previous argument.

The arguments to the sampl e application shown in Figure 8.2 are the following:

HOST

TOKEN

APl _TO CALL

PARANS

The name of the host that is running V-Spark

The V-Spark authorization token that you are using to establish permission to retrieve
information. You can either use the root token for the target V-Spark installation
(located inthefile/ opt / voci / st at e/ vspar k/ api t oken) or the authorization
token for the company that is associated with the application that you are working
with. Locating a company's authorization token is shown in Figure 1.1, “Location of
a Company Authorization Token”.

The API that you want to call, along with the CO_SHORT, ORG_SHORT, and FOLDER
about which you want to retrieve statistics

the parameters that you want to pass to your call to the st at s API. For this sample
application, the parameters that you pass should be enclosed within single quotation
marks so that the command shell does not attempt to interpret them.
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#! [ usr/ bi n/ env pyt hon

i nport sys
inport json
import urllib2
inport string

# default val ues
PROTOCOL = "http://"
PORT = "3000"

if ( len(sys.argv) !'=5):
print " Usage:", sys.argv[O0], "HOST ROOT_TOKEN APl _TO CALL PARAMS"
sys.exit(-1)

el se:
# get cmdline parans

HOST, ROOT_TOKEN, APl _TO CALL, PARAMS = sys.argv[1:] o

# Define the URL in a single variable for JSON | oad (2]
url = "%%: %% ?t oken=9%6&%" % (PROTOCOL, HOST, PORT, API_TO CALL, ROOT_TOKEN, PARAMS)

# To get output data, return a Python object and dunp it to a string that is a
# JSON representation of that object. Conplain and exit if the call fails.

try: (3]
data = json.load(urllib2.urlopen(url))

except urllib2. HTTPError, error:
print * Error: HTTP nessage: ', error.nmsg, ' HITP return code: ', str(error.code)
sys. exit(-1)

# Sanitize URL and params for use in creating output file nane

tnp_str = string.replace( (4)
string.replace(
string.repl ace(
string.replace(APl _TO CALL+"_"+PARAMSt+".json", '/', '_'), '&, '_'), '?', '_"), "0, '_")
target = open(tnp_str[1:], 'wW)

target.wite(json.dunps(data, indent=4, sort_keys=True)) (5)
target.close()
print " Qutput witten to: "+tnp_str[1:]

Figure8.2. Sample Python Codefor Retrieving Folder Statisticsfrom the/statsAPI
The core functionality of this application is the following:

O If the previoustest showed that the right number of command-line arguments were provided, assign
the command-line arguments to the relevant variables

@ Assemble the URL that you want to call from the parameters that were supplied on the command-
line and afew internal default settings

® Makethe APl call using the URL that you assembled, convert the object that it returned into JSON,
and catch any exception that is returned. If an exception was raised, display the associated HTTP
error message and status code that was returned before exiting,

O Build the name of the output file to which you want to write the JSON that was returned by the
API call. This code is present to avoid constructing filenames which contain special characters that
have other implications on a Linux system. Note that when this output file name is used in the
following open() statement, the first character in its name is skipped because that character is a
safe conversion of the leading '/ ' in the name of the API.

O  Writethe JSON object to the output file to which you want to write the JSON that was returned by the
API call, using standard formatting parameters like indenting each entry by four spaces and sorting
the entries by key. These enable a Python application to produce output that is already pretty-printed.

An example of executing this application is the following:

statistics-get-info.py HOST TOKEN /st at s/ DocTest Co/ DocTest Co- DocTest i ng/ Test 01 \
' &dat er ange=20170901- 20171015"
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8.2.

8.2.1.

This cadl to the example function would retrieve datistics about  activity
in the folder DocTest Co/ DocTest Co-DocTesting/ Test0l1l, for the date range
20170901- 20171011 and write it to an output file named st at s_DocTest Co_DocTest Co-
DocTesti ng_Test 01_dat erange=20170901- 20171011. j son.

Sample output from this call would look like the following:

[
{
"agent": {

"avgcal I s": "4.0",

"enmotion": {
“improving": 4,
"negative": O,
"positive": O,
"wor seni ng": 0

b
"tal k": {
"avg": "0:02: 11",
"max": {
"duration": "0:08:44",
"id": "105"
b
"mn": {
"duration": "0:08:44",
"id": "105"

}
}
k.
"avgduration": "O0:05:25",
"avgsil ence": "0:02:16",
"avgwords": "643.0",

“calls": 4,
"client": {
"emotion": {
"inproving": O,

“negative": 4,
"positive": O,
"wor seni ng": 0
}.
"tal k": {
"avg": "0:00: 58"
}
}.

Bo
"date": "20170925"
b

}
|

This sample output has been abbreviated to save space.

Retrieving Agent Application Statistics and
Category Scores

The/ appst at s APl enables you to retrieve daily statistics for agent application and category scores.
The next few sections provide reference information for this API, and examples of calling this API from
the Section 8.2.3, “Using the /appstats APl with cURL” and Section 8.2.4, “Using the /appstats APl with
Python”.

Reference for the /appstats API

The/ appst at s APl enables you to retrieve daily statistics for agent application and category scores.
These statistics are returned in JSON format.

A number of optional parameters are available to enable you to retrieve specific category scoresor aselect
group of agent scores.

94

Proprietary and Confidential © 2019, Voci Technologies, Inc.



Using the V-Spark 3.5.0 API

Chapter 8. Retrieving Folder and Application Statistics Information

Synopsis

GET / appst at s/ CO_SHORT/ ORG_SHORT/ APPNAME?t oken=TOKEN&OPTI ONS. . .
GET / appst at s/ CO_SHORT/ ORG_SHORT/ APPNAME/ FOLDERNAME?t oken=TOKEN&OPTI ONS. . .

Description

Variablesused inacall tothe/ appst at s APl arethe following:

CO_SHORT The short name of the company whose statistics you would like to retrieve

ORG_SHORT  The short name of the organization that you are interested in. Finding that information
isshown in Figure 4.1, “Location of the V-Spark Organization Short Name”.

APPNANVE The name of the V-Spark application whose agent scores you would like to retrieve.

FOLDERNAME The name of the V-Spark Folder whose statistics you would like to retrieve

TOKEN The V-Spark authorization token that you are using to establish permission to retrieve
information. Y ou can either use theroot token for the target \VV-Spark installation (located
in the file /opt/voci/state/vspark/apitoken) or the authorization token for the company
under which the specified ORG_SHORT is located. L ocating a company's authorization
token isshown in Figure 1.1, “Location of a Company Authorization Token”.

Options

dat er ange=START- END Enables you to specify a date range for daily stats. The START and END

cat egor y=CATEGORY

dept h=DEPTH

values, though optional, are both expressed as YYYYMVDD values where
theyear (YYYY) month (MM and day (DD) valuesarer equired. Dateranges
are always assumed to be positive (where START is less than END). No
verification is done to ensure that this is correct. Invalid date ranges will
simply return no values. If START is not specified, the default value is
today's date. If END is not specified, the start date is used, and only 1 day
of statswill be returned.

| mportant

No information is returned for dates in the specified range
that do NOT contain any calls.

Enables you to return Agent Stats for a particular category. To specify
a lower-level category, specify CATEGORY as a string that contains the
full "path" to the lower-level category, as a period-separated list. For
example, if querying an app that uses the Agent Scorecard template, a
valid category name would be Conmuni cation Skills.dient

I nf or med. Querying a particular category will always also return scores
for the category's upper levels.

Enables you to specify how many lower level categories you would like
to return in results:

0 Return only the level of the category specified. This is the default
value if the category option is specified.

n  Wheren is apositive non-zero integer, return the specified number
of lower levels of the category
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-1 Return al levels of category stats This is the default value if no
category option is specified.

agent s=AGENTI D Enablesyou to specify the agent(s) for which to retrieve scores. If you want
to retrieve scores for more than one agent, separate the AGENTI Ds with
commas. For example:

agent s=348, 227, 042

Zer os Whether or not to includein the JSON that is returned categories for which
the agent did not receive any score.

Note

This parameter refers to returning zero scores for
CATEGORI ES. If adate in the specified dat er ange does
not contain any calls, no scores of any sort will be returned
for that date.

true Include categories in which the agent did not score, and report
the score for that category as zero.

fal se Exclude (fromthe JSON that is returned) categoriesin whichthe
agent did not receive ascore.

Content Types
e GET method returns JSON formatted data with the "text/html" MIME type

 Errorswill be returned with the "text/html" MIME type

8.2.2. Sample JSON from the /appstats API

Figure 8.3, “ Sample Application Statistics and Category Score Output from the /appstats API” shows an
excerpt of the output that is produced by acall tothe/ appst at s API, specifying an application that has
been run against audio files have been processed or reprocessed on a specified date (or the current date
if the dat e parameter was not specified).
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"date": "20170925",
"agents": 3,
"001": {
"calls": 1,
"overal l": {
"ncal I s": 1,
"hitmss": "1.0000",
"coverage": "0.2890",
"duration": "0:11:55",
"silence": "0:03:13"
b,
" Conmmuni cation Skills": {
"ncal I s": 1,
"hitmss": "1.0000",
"coverage": "0.5667",
"duration": "0:11:55",
"silence": "0:03:13"
h
"Effectiveness": {
"ncal I s": 1,
"hitmss": "1.0000",
"coverage": "0.4000",
"duration": "0:11:55",
"silence": "0:03:13"

}
I

Figure 8.3. Sample Application Statistics and Category Score Output from the /
appstats API

8.2.3. Using the /appstats APl with cURL

This topic discusses how to retrieve application statistics information from a V-Spark installation. For
each agent, the output returns the number of calls the agent had and the overall app scores, along with any
category scores that were specified using category and depth parameters.

See the Using the Agents View section of the "V-Spark 3.5.0 Management Guide" for more information
about the category statistics that are returned.

If you are unfamiliar with the cURL command, see Section 1.3, “Using cURL for REST API Testing” for
ashort introduction and an explanation of how cURL examples are displayed. See Section 1.3.2, “ Tipsfor
Debugging and Managing cURL Calls’ for suggestions about how to debug and manage cURL calls.

An example of acURL command to retrieve application scoresfromthe Agent Scor eCar d application
on September 25, 2017, whichisassociated with the company "DocTestCo" and organization "DocTestCo-
DocTesting" on the host exanpl e. conpany. comisthe following:

curl -s 'http://exanpl e. conpany. conl appst at s/ DocTest Co/ DocTest Co- DocTest i ng/ Agent %20Scor ecard \
?t oken=01234567890123456789012345678901&dat er ange=20170925'

The format of the JSON output that is returned by this call is the following:

[

{
"date": "20170925",

"agents": 3,
"001": {
"calls": 1,
"overal l": {

"ncal Il s": 1,
"hitmss": "1.0000",
"coverage": "0.2890",
"duration": "0:11:55",
"silence": "0:03:13"
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}.

" Conmmuni cation Skills": {
"ncal I s": 1,
"hitmss": "1.0000",
"coverage": "0.5667",
"duration": "0:11:55",
"silence": "0:03:13"

}

"Effectiveness": {
"ncal I s": 1,
"hitmss": "1.0000",
"coverage": "0.4000",
"duration": "0:11:55",
"silence": "0:03:13"

The contents of this example have been abbreviated to save space. Each matching agent is identified
numerically (001 in the previous example), with each category for which scores are available listed under
the call identifier.

An example of a cURL command to retrieve category scores for the Communi cati on
Skills.dient |nforned category fromthe Agent Scor eCar d application on September 25,
2017, which is associated with the company "DocTestCo" and organization "DocTestCo-DocTesting" on
the host exanpl e. conpany. comisthe following:

curl -s 'http://exanpl e. conpany. con appst at s/ DocTest Co/ DocTest Co- DocTest i ng/ Agent %20Scor ecar d\
?t oken=01234567890123456789012345678901&dat er ange=20170925\
&cat egor y=Communi cat i on%20Ski | | s. O i ent %201 nf or ned&dept h=1"

As mentioned earlier, requesting category information for a subcategory also returns information about
its parent categories. In this example, requesting scores for Conmuni cation Skills. Cient
I nf or med automatically also returnsscoresfor the Conmruni cat i on Ski | | s category. Sinceadepth
of "1" is specified, the call also returns the specified number of lower levelsof theCl i ent | nf or ned
category. Inthiscase, thereisonly one such lower-level category: Commruni cati on Skills. i ent
I nf or med. Agent Acti ons.

The format of the JSON output that is returned by this call isthe following:
[

"date": "20170925",
"agents": 3,
"001": {
"calls": 1,
"overal l": {
"ncal I s": 1,
"hitmss": "1.0000",
"coverage": "0.2890",
"duration": "0:11:55",
"silence": "0:03:13"

I

" Conmuni cation Skills": {
"ncal I s": 1,
"hitmss": "1.0000",
"coverage": "0.5667",
"duration": "0:11:55",
"silence": "0:03:13"

}

" Communi cation Skills.Cient Informed": {
"ncal I s": 1,
"hitmss": "1.0000",
"coverage": "0.3333",
"duration": "0:11:55",
"silence": "0:03:13"
I
" Conmuni cation Skills.Cient |Infornmed. Agent Actions": {
"ncal I s": 1,
"hitmss": "1.0000",
"coverage": "1.0000",
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"duration": "0:11:55",
"silence": "0:03:13"

Y ou can further refine the output of acall tothe/ appst at s API by restricting the category to alower-
level one that does not contain subcategories, asin the following example:

statistics-get-info.py HOST TOKEN \
/ appst at s/ DocTest Co/ DocTest Co- DocTest i ng/ Cl one%20Test %2002 \
' dat er ange=20171005&cat egor y=Pol i t eness’

This call uses the dat er ange parameter to limit results to those from files processed on a single date
(05 Oct 2017), and only lists specific and summary (over al | ) information about the cat egory,
Pol i t eness, which has no subcategories:

[
{
"105": {
"Politeness": {
"coverage": "0.5714",
"duration": "0:05:25",
"hitmiss": "1.0000",
"ncal I s": 19,
"silence": "0:02:19"

"calls": 19,
"overal l": {
"coverage": "0.3293",
"duration": "0:05:25",
"hitmss": "1.0000",
"ncal I s": 19,
"silence": "0:02:19"
}
ho
"agents": 1,
"date": "20171005"

8.2.4. Using the /appstats API with Python

The same Python example that was provided for calling the / st at s API, Figure 8.2, “Sample Python
Code for Retrieving Folder Statistics from the /stats API”, can also be used to call the/ appst at s API.
This generic Python application can be used to call any V-Spark API. While you will probably want
to develop more specialized Python applications to use specific V-Spark APIs directly, the sasmple code
shows the basic mechanisms that make it easy to interact with the/ appst at s API from Python.

The sample application provided in Figure 8.2 enables you to specify both the API that you want to call
and the parameters that you want to provide as arguments to the Python code. In this case, the parameters
are the daterange that you want to retrieve statistics for and other refinements on matching output, based
on the application that is specified as the previous argument.

An example of executing this application is the following:

statistics-get-info.py HOST TOKEN \
/ appst at s/ DocTest Co/ DocTest Co- DocTest i ng/ Cl one%20Test %2001 \
dat er ange=20170901- 20171015

Thiscall to the example function would retrieve statistics about activity for the application Cl one Test
01 that is associated with folders within the company and organization Doc Test Co/ Doc Test Co-
DocTest i ng, for thedate range 20170901- 20171011.
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I

Sample output from this call would look like the following:

"105": {

" Conmmuni cation Skills": {

5

"coverage": "0.5250",
"duration": "0:05:25",
"hitmss": "1.0000",
"ncal I s": 2,
"silence": "0:02:19"

" Comruni cation Skills.Ask for Call Reason": {

}

"coverage": "1.0000",
“duration": "0:05: 25",
"hitmiss": "1.0000",
“ncal I s": 2,
"silence": "0:02:19"

mruni cation Skills.dient Informed": {

"coverage": "1.0000",
"duration": "0:05:25",
"hitmss": "1.0000",
"ncal I s": 2,
"silence": "0:02:19"

}

" Commruni cation Skills.Cient |nformed. Agent Actions":

"coverage": "1.0000",
“duration": "0:05: 25",
“hitmiss": "1.0000",
“ncal I s": 2,
"silence": "0:02:19"

h
J

"agents":
"date":

1

"20171002"

To see how to call the/ appst at s AP, retrieve the output from a call to the API, and write the JSON
output to afile, see the sample Python code that is provided in Figure 8.2. The core functionality of the
primary steps in this sample application are explained after the sample code is presented.
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Chapter 9. Configuring V-Spark
Applications

V-Spark applications are customizable analytics tools that are associated with one or more folders. When
using the V-Spark GUI, you can download the JSON configuration data that is associated with a custom
application by visiting the Settings menu's Applications page and sel ecting the Application Editor button
to the right of the application that you want to edit. This displays the Application Editor dialog, which
provides Download and Upload buttons in the upper right-hand corner. Y ou can download the JSON for
your custom application for archival purposes, or modify it using your favorite text editor and re-upload
the updated file to integrate your improvements.

The/ appedi t API provides a programmatic mechanism for retrieving the category configuration of a
custom application in JSON format. Y ou can then make any modifications that you want to the JSON
text which describes the configuration of that application and re-upload it to incorporate those changes
into the V-Spark.

9.1. Reference for the /appedit API

The/ appedi t API enablesyou to retrieve the category/phrase configuration of a custom application for
archival purposes, or so that you can modify it using an external editor. Y ou can then upload the modified
application for use within V-Spark.

Synopsis

CET / appedi t/ CO_SHORT/ ORG_SHORT/ APPNAVE?t oken=TOKEN
POST / appedi t / CO_SHORT/ ORG_SHORT/ APPNAMVE?t oken=TOKEN

Description
Thevariablesused in acall tothe/ appedi t API arethe following:

CO_SHORT  The short name of the company whose category configuration you would like to retrieve
or upload

ORG_SHORT The short name of the organization that you are interested in. Finding that information is
shown in Figure 4.1, “Location of the V-Spark Organization Short Name”.

APPNANE The name of the V-Spark application whose category configuration you would like to
retrieve or upload

TOKEN The V-Spark authorization token that you are using to establish permission to retrieve
information. Y ou can either use the root token for the target V-Spark installation (located
in the file/ opt / voci / st at e/ vspar k/ api t oken) or the authorization token for
the company under which the specified ORG_SHORT] is located. Locating a company's
authorization token is shown in Figure 1.1, “Location of a Company Authorization
Token”.

Content Types

» POST method expects to receive JSON with the "application/json" MIME type
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e GET method returns JSON formatted data with the "text/html" MIME type

» Errorswill be returned with the "text/html" MIME type

9.2. Using the /appedit APl with cURL

If you are unfamiliar with the cURL command, see Section 1.3, “Using cURL for REST API Testing” for
ashort introduction and an explanation of how cURL examples are displayed. See Section 1.3.2, “ Tipsfor
Debugging and Managing cURL Calls’ for suggestions about how to debug and manage cURL calls.

Application category configurations can be retrieved and updated using the / appedit API. The
following examples demonstrates saving an application's category configuration to a JSON file so that it
can be edited, either manually or programmatically, and then updated.

For more information about application category configuration, see the "Upload and Download an
Application Config" section of the "V-Spark 3.5.0 Application Development Guide".

Application category configurations can be retrieved using a GET call to the / appedit API. The
following command demonstrates retrieving the configuration of an application named "AppEdit Test",
located under the Technol ogi es company, inthe Technol ogi es- RD organization. The JSON that
isretrieved iswritten to a JSON file named AppEdi t - Test . j son:

curl -s "http://exanpl e. conpany. conf appedi t/ Technol ogi es/ Technol ogi es- RD/ AppEdi t %20Test ?t oken=TOKEN" >
AppEdi t - Test . j son

Note

Because the names of applications can contain spaces, you must URL -encode each spacein
the name of an application by replacing it with %20.

Application category configurations can be updated using a POST call to the / appedit API. The
configuration contain the entire application and therefore require every category to be present in order to
preserve that structure. Y ou can not POST a configuration for only one category at atime.

The following command demonstrates uploading the configuration of an application named AppEdi t
Test , located under the Technol ogi es company, inthe Technol ogi es- RD organization, from the
JSON file AppEdi t - Upd. j son:

curl -s -X POST -H "Content-Type: application/json" --data @ppEdit-Upd.json \
"http://exanpl e. conpany. conl appedi t/ Technol ogi es/ Technol ogi es- RD/ AppEdi t %20Test ?t oken=TOKEN'

When using cURL and acommand like this oneto POST datato ahost, theinformation about the protocal,
host, and port should also include the required t oken parameter that ensures that you have rights to
access the V-Spark installation to upload information.

Y ou must aso use the following cCURL options:
- X Identifies the request method to use (POST) when communicating with the target HTTP server
- H Identifiesthetype of content that you aresending ( " Cont ent - Type: appl i cati on/json").

-d Identifies the data that you are sending to the HTTP server. File names must be preceded by an @
symbol. Y ou can also usethe- symbol after an @symbol to indicate that the datato sendto the HTTP

102

Proprietary and Confidential © 2019, Voci Technologies, Inc.



Using the V-Spark 3.5.0 API Chapter 9. Configuring V-Spark Applications

server will be coming from standard input on your system (such as when a cURL POST command
uses a pipe to receive data from another application).

The cURL command's - s command-line argument is optional, causing the cURL command to run in
silent mode, where it does not display progress information or error messages.

9.2.1. Creating and Populating an Application Using cURL

While the / appedi t API only enables you to download or upload the configuration of an existing
application, you can combine JSON configuration data and calls to the / confi g/ apps, / appedi t,
and/ confi g/ f ol der s APIsto create an application, upload its configuration, and associate it with
afolder. Figure 9.1, “Sample JSON that defines an Application” shows sample JSON for an application
named New AppEdit Test.

{
"Technol ogi es": {
"Technol ogi es-RD": {
"New AppEdit Test": {
"created": "2017-10-10",
"defaul tscoretype": "Ht/Mss",

"enabl ed": "on",
"folders": [
" Aut oTest s"
1.
“tenpl ate": "custont

}
}
}
}

Figure9.1. Sample JSON that definesan Application

When programmatically creating an application, populating it, and binding it to afolder, you must create
the application before you can do either of the other two tasks. Figure 9.2, “ Sample JSON that Associates
an Applicationwith aFolder” showsthe JSON that associates afolder with the application that was defined
in Figure 9.1, “ Sample JSON that defines an Application”.

{
"Technol ogi es": {
"Technol ogi es-RD": {
"Aut oTests": {
“apps": [
"New AppEdit Test"
|

"customneta": [],
"nmodel chan0": "engl:callcenter”,
"nodel chanl": "spal:callcenter",

"nspeakers": 2,

"servers": [
"asrsrvrl”,
"asrsrvrg8"

1

}
}
}
}

Figure9.2. Sample JSON that Associates an Application with a Folder

Figure 9.3, “Sample JSON for an Application” shows an abbreviated version of the JSON configuration
of an application.
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{
"Sanpl e Top Level Category": {
"phrases": {
4 {
tal " [
"phrase usually found in all calls of this category"
I
I
CIP
"all": [
"phrase that shouldn't occur in calls of this category”
I
}
I
"subcat egories": {
"Sanpl e 2nd Level Category": {
I8
"Sanpl e 2nd Level Leaf Category": {
}
}
}
"Sanpl e Top Level Leaf Category": {
"phrases": {
}
"subcat egories": {}
}
}

Figure 9.3. Sample JSON for an Application

Once you have JSON that provides information about these three aspects of an application, you can create
the application, bind it to afolder, and define its configuration with three cURL calls like the following;:

curl -s -X POST -H "Content-Type: application/json" \
"http://exanpl e. conpany. con conf i g/ apps?t oken=566af 08d0d6ca7436c9117f 09571cadc” \
--data @pp-definition.json

curl -s -X POST -H "Content-Type: appl i cation/json" \
"http:///exanpl e. conpany. coni confi g/ f ol der s?t oken=566af 08d0d6ca7436c9117f 09571cadc” \
--data @pp-fol der-binding.json

curl -s -X POST -H "Content-Type: application/json" \

"http:///exanpl e. conpany. coni appedi t/ Technol ogi es/ Technol ogi es- RD/ AppEdi t %20Test ?
t oken=566af 08d0d6ca7436¢9117f 09571cadc” \

--data @pp-configuration-sanple.json

The cURL commands in this example, respectively:

1. Cadl the / confi g/ apps API to create the application, using the contents of the file app-
defini tion.json,whichisshowninFigure9.1.

2. Cdlthe/ confi g/ f ol der s API to associate the new application with a specified folder, using the
contents of the fileapp- f ol der - bi ndi ng. j son, whichisshown in Figure 9.2.

3. Cdlthe/ appedit API to upload the configuration of the application, using the contents of the file
app- confi gurati on-sanpl e. j son, whichisshownin Figure9.3.

While cURL provides aquick way to use and test REST APIs and shell scripts are aquick and convenient
way of automating many tasks, it istypically faster inthelong runto call APIsfrom applications. The next
topic discusses how to use the / appedi t API from within applications that are written in the popular
Python programming language.
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9.3. Using the /appedit APl with Python

Figure 9.4, “ Sample Python Application for POST'ing JSON to APIS’ shows a generic Python application
that can be used to call any V-Spark API. While you will probably want to develop more specialized
Python applications to use specific V-Spark APIs directly, this sample code shows the basic mechanisms
that make it easy to interact with the V-Spark APIs from Python.

The arguments to the sample application shown in Figure 9.4 are the following:
HOST The name of the host that is running V-Spark

TOKEN The V-Spark authorization token that you are using to establish permission to
retrieve information. You can either use the root token for the target V-Spark
installation (located inthefile/ opt / voci / st at e/ vspar k/ api t oken) or
the authorization token for the company that is associated with the application
that you are working with. L ocating a company's authorization token is shownin
Figure 1.1, “Location of a Company Authorization Token”.

APl _TO CALL The API to which you want to POST the JSON input

| NPUT_JSON_FI LE TheJSON filethat contains the data that you want to post. If the JSON fileis not
in the current directory, you must specify afull or relative path to the file.

#! [/ usr/ bi n/ env python

i nport sys
i nport json
i nport requests

# default val ues
PROTOCOL = "http://"
PORT = "3000"

if ( len(sys.argv) !=5):
print " Usage:", sys.argv[0], "HOST ROOT_TOKEN APl _TO CALL | NPUT_JSON FI LE"
sys. exit(-1)

el se:
HOST, ROOT_TOKEN, APl _TO CALL, |INPUT_JSON FILE = sys.argv[1:]

# Define the URL in a single variable for JSON | oad
url = "%%: %% ?t oken=%" % (PROTOCOL, HOST, PORT, API_TO CALL, ROOT_TOKEN)

print "POST'ing data from" + |INPUT_JSON FILE + " to" + API_TO CALL
with open(l NPUT_JSON FILE) as json_file:
json_data = json.load(json_file)
headers = {' Content-type': 'application/json'}
response = requests. post(url, headers=headers, data=json.dunps(json_data))
if response.status_code != 200:
print ' HITP message: ', response.reason, ' HITP return code: ', str(response.status_code)

Figure 9.4. Sample Python Application for POST'ing JSON to APIs

To perform the same activity asthe cURL commandsin the previous section and re-use the sample JSON
filesthat were shown in Section 9.2, “Using the /appedit APl with cURL” , you could call this application
(saved asthefile post - j son. py) three times:

]1. Ppost-json.py host token /config/apps app-create.json

Calls the / conf i g/ apps API to create the application that is specified in the JSON shown in
Figure 9.1, “ Sample JSON that defines an Application”.

2. post-json.py host token \
/ appedi t/ Technol ogi es/ Technol ogi es- RD/ NewY20AppEdi t %20Test appedi t - sanpl e. j son
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Calls the / appedi t API to upload the configuration for the application / Technol ogi es/
Technol ogi es- RDY Newy20AppEdi t 9%20Test from the JSON file shown in Figure 9.3,
“Sample JSON for an Application”.

3. post -json. py host token /config/fol ders app-fol der-associate.json

Callsthe/ confi g/ f ol der s API to associate the application with thefolder identified in the JSON
shown in Figure 9.2, “ Sample JSON that Associates an Application with a Folder”.
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Chapter 10. Retrieving System
Information

The/ sysi nf o API provides a programmatic mechanism for retrieving (in JSON format) the status and
configuration of the V-Spark host and version levels of installed Voci software.

10.1. Reference for the /sysinfo API

The/ sysi nf o API enables you to retrieve system status, system configuration, and software version
information from the running V-Spark server. The information is returned in JSON format, and can be
saved for archival purposes or transmitted to Voci support for diagnostic use.

Synopsis

GET /sysinfo
GET / sysinfo?full

Description

The call returns basic system information. Using the "full" option returns extended system information.
When calling thisAPI, you must providetheroot authorization token, which provesthat you are authorized
to perform system administration operations. For information about the authorization tokens that you can
provide for use with the V-Spark API, see Section 1.2, “V-Spark APl Permission Requirements’.
Content Types

» GET method returns JSON formatted data with the "text/html" MIME type

 Errorswill be returned with the "text/html" MIME type

10.2. Sample JSON from the /sysinfo API

Figure 10.1, “Sample Basic System Output from the / sysi nf o API” shows an excerpt of the JSON
output that is produced by abasic call to the/ sysi nf o API.
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{

"unane":

x86_64 x86_64 GNU Li nux",

"uptine":
"host name":
"nysqgl ": {

"version":
"uptine":

}

"13:39: 05 up 8 days, 3:14,
"anal ysi s",

1 user, |oad average:

"5.1.73",
"702822"

| asticsearch": {

0. 02,

"Li nux anal ysis 2.6.32-696.30.1.el 6. x86_64 #1 SMP Tue May 22 03:28:18 UTC 2018 x86_64

0.07, 0.16",

"uptine":
"name upti nme",
" Jt DxLLr 1d"
1.
"version": "5.3.0"
H
"vspark": {
"started": "2018-07-12 12:22:19 -04: 00",
"version": "3.4.3-1"
H
"jobmgr": {
"started": "2018-07-12 12:22:28 -04: 00",
"version": "2.3.1-1"
}

product": "V-Spark"

Figure 10.1. Sample Basic System Output from the/ sysi nf o API
Thefields in the JSON output are described as follows:
cpui nf o (full) Information about the CPU architecture.

"cpuinfo": [

"Architecture: x86_64",

" CPU op- node(s): 32-bit, 64-bit",

"Byte Order: Littl e Endi an",

"CPY(s): 12",

"On-line CPY(s) list: 0-11",

"Thread(s) per core: 1",

"Core(s) per socket: 12",

" Socket (s): 1",

"NUMA node(s): 1,

"Vendor |D: Genui nel ntel ",

"CPU fam | y: 6",

" Model : 45",

"Mbdel nane: Intel (R Xeon(R) CPU E5-2670 0 @
2.60GHz",

" St eppi ng: 7,

"CPU MHz: 2593. 718",

" BogoM PS: 5187. 43",

"Hypervi sor vendor: KVM',

"Virtualization type: full",

"L1d cache: 32K",

"L1li cache: 32K",

"L2 cache: 256K",

"L3 cache: 20480K",

"NUMA nodeO CPU(s): 0-11"

mem nf o (full) A report of the free and used amounts of system memory, in

mebibytes.
"mem nfo": [
"total used free shar ed buf fers
cached",
" Mem 19988 11184 8803 6
191 3925",
"-/+ buffers/cache: 7067 12920",
" Swap: 8039 0 8039"

108 Proprietary and Confidential © 2019, Voci Technologies, Inc.



Using the V-Spark 3.5.0 API Chapter 10. Retrieving System Information

st or age (full) A report of disk usage on the main system disk, in human-readable
format.

"storage": [
"Fi | esystem Size Used Avail Use% Mounted on",
"/ dev/ mapper/vg_anal ysis-1v_root",
" 50G 12G 36G 25% /",
"tnpfs 9.8G 6.0M 9.8G 1%/ dev/shnt,
"/ dev/ sdal 477M  75M 377M 17%/ boot ",
"/ dev/ mapper/vg_anal ysi s-1v_hone",
" 69G 36G 29G 56% / home"

el asti csear ch (basic, full) The release version and status information for the Elasticsearch
process.
Sample basic outpuit:

"el asticsearch": {
“uptinme": [

" name upti ne",
" Jt DxLLr 1d"
I,
"version": "5.3.0"

Sample full output:

"el asticsearch": {

"info": {
“name": "JtDxLLr",
"cluster_nane": "el asticsearch",

“cluster_uuid": "J7)Y]Vf wQXWyBDi xJUDZwW',
"version": {
"bui |l d_hash": "3adb13b",
"bui |l d_date": "2017-03-23T03: 31: 50. 652Z",
"bui | d_snapshot": fal se,
"lucene_version": "6.4.1"
},
“tagline": "You Know, for Search"
},
“uptine": [

" name upti ne",
"Jt DxLLr 1d"
I,

“heal th": {
“cluster_nane": "el asticsearch",
"status": "yellow',
“timed_out": false,
"nunber _of _nodes": 1,
“nunber _of _data_nodes": 1,
"active_primary_shards": 5,
"active_shards": 5,
"rel ocating_shards": O,
“initializing_shards": O,
"unassi gned_shards": 5,
"del ayed_unassi gned_shards": 0,
"nunber _of _pendi ng_t asks": 0,
“nunber _of _in_flight_fetch": O,
"task_max_wai ting_in_queue_nillis": O,
"active_shards_percent _as_nunber”: 50
b
"indices": [
"heal th status index uui d
pri rep docs.count docs.del eted store.size pri.store.size",
"yel | ow open product _20180525143400
unyWnDvQsWWif 8b_cqBGA 5 1 9519021 1692025 5gb
5gb"
I,
“"count": 126213,
"version": "5.3.0"

b
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vspar k (basic, full) The release version and start time of the V-Spark server process.
"vspark": {
“started": "2018-07-12 12:22:19 -04:00",
"version": "3.4.3-1"
Be
unane (basic, full) The contents of this field are the same as the output of the

UNIX uname -a command: the operating system kernel name, the
network node hosthame (in this case "analysis"), the release level
of thekernel, the version number of the kernel, the server's machine
hardware name, the processor type of the server, the hardware
platform of the server, and the name of the operating system.

"unane": "Linux analysis 2.6.32-696.30.1.el 6.x86_64 #1 SMP Tue My
22 03:28:18 UTC 2018 x86_64 x86_64 x86_64 GNU Li nux",

upt i me (basic, full) The contents of this field are the same as the output of the UNIX
uptime command on the remote server: the current time, how long
the system has been running, how many users are currently logged
on, and the system load averages for the past 1, 5, and 15 minutes.

"uptine": "13:34:30 up 8 days, 3:10, 1 user, |oad average: 0.03,
0.11, 0.21",

host name (basic, full) The hostname of the server, in thiscase anal ysi s.

"host name": "anal ysis",

j obmgr (basic, full) The release version and start time of the job manager process.

"jobmgr": {
"started": "2018-07-12 12:22:28 -04:00",
“version": "2.3.1-1"

mysql (basic, full) Therelease version and status information for the mySQL database
process.

Sample basic output:

"nmysql " {
“version": "5.1.73",
"uptine": "702822"

Sample full output:

"mysqgl": {

"version": "5.1.73",

"status": {
"queries": "38451876",
“sl ow_queries": "3",
"qgps": "54.73",
"rows_del eted": "146527",
"rows_i nserted": "122535",
“rows_read": "256090844",
"rows_updated": "11143",
"bps_in": "26918. 02",
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}

voci procs (full)

"voci procs”

proci nf o (full)
CPU states

"procinfo":

st opped,

"bps_out": "77637.79",
"t hreads_connected": "48",
"t hreads_cached": "0",
"threads_running": "1"

ptime": "702547"

The number of V-Spark-related processes running on the system.

. "416",

The uptime and load averages of the server host, and the task and

of its primary CPU.

[

"Tasks: 708 total, 3 running, 705 sl eeping, 0
0 zonbie",

"Cpu(s): 1.2%s, O0.4%y, 0.0%i, 98.4%d, 0.0%wa,
1%i, 0.0%t"

0. 0%i ,
I

0.

voci r prs (full)

Theresults of an RPM package manager query for al installed VVoci

software packages.

"voci rpnms":

[

"voci -j obmanager- 2. 3. 1- 1. x86_64",

"voci -server-client-5.4.5-1. x86_64",
"voci - pyrequests-2.7.0-1. x86_64",

"voci -user-1.0.0-1. x86_64",
"voci-nltk-2.0.1rcl-1. x86_64",

"voci - spark-cluster-3.4.3-1. x86_64",
"voci - spar k- sunms- 3. 4. 3- 1. x86_64",

"voci - webapi - 2. 0. 0- 1. x86_64",

"voci -spark-all-3.4.3-1.x86_64",

"voci - pyt hon-2. 7. 13- 1. x86_64",
"voci-rrdtool -1.4.7-1.x86_64",

"voci - server-setup-mn-1. 0. 2- 1. x86_64",
"voci -xnm todict-1.0.0-1. x86_64",

"voci - server-sparklicense-1. 2. 2-2. x86_64",
"voci - spar k- search- 3. 4. 3- 1. x86_64",
"voci - spar k- backend- 3. 4. 3- 1. x86_64",
"voci - spark-servi ce- 3. 4. 3-1. x86_64",
"voci - pyt hon- sci py-1. 1. 0- 1. x86_64",
"voci - pyt hon- nunpy- 1. 14. 3- 1. x86_64",
"voci -server-server-5.4.5-1. x86_64",
"voci -updat er-2. 0. 0- 1. x86_64",

"voci - spar k- conmon- 3. 4. 3- 1. x86_64",
"voci -spark-report-3.4.3-1. x86_64",
"voci - spar k- doc- 3. 4. 3-1. x86_64",

“voci - pyi notify-0.9.2-1.x86_64",

"voci -server-1|icensengr-sw5. 4. 3-1. x86_64",
"voci-|ibshorttext-1.1-1.x86_64",

"voci - adm n-1. 0. 0- 2. x86_64",

"voci - pyyani - 3. 10- 1. x86_64",

"voci - pyt hon- set upt ool s-4. 0. 1- 1. x86_64",
"voci - spark-am 3. 4. 3-1. x86_64",

"voci - spar k- server-3. 4. 3- 1. x86_64",
"voci -repo-internal -1.0.3-1. x86_64"

product (basic, full)

"product ":

The name of the server software product. In this case, "V-Spark".

" V- Spar k"
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10.3. Using the /sysinfo APl with cURL

If you are unfamiliar with the cURL command, see Section 1.3, “Using cURL for REST API Testing” for
ashort introduction and an explanation of how cURL examples are displayed. See Section 1.3.2, “ Tipsfor
Debugging and Managing cURL Calls’ for suggestions about how to debug and manage cURL calls.

Retrieve basic system information by using a GET call to the/ sysi nf o API. The following command
demonstrates retrieving basic system information from a V-Spark server. The JSON that is retrieved is
written to a JSON file named Sysi nf o- Test . j son:

curl -s "http://HOSTNAVE/ sysi nf 0?t oken=TOKEN' > Sysi nf o- Test . j son

Retrieve full system information including service status and the version levels of all installed packages
by using thef ul | switch on a GET call to the/ sysi nf o API. The following command demonstrates
retrieving full system information from aV-Spark server. The JSON that isretrieved iswritten to a JSON
file named Sysi nf o- Ful | - Test . j son:

curl -s "http://HOSTNAMVE/ sysi nf o?f ul | & oken=TOKEN' > Sysi nfo-Ful | - Test.json
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Appendix A. Sample transcribe/request
API Shell Script

This appendix shows asimple Linux Bash shell script that demonstratesusingthe/ t r anscri be APl to
upload afile for transcription, and using the/ r equest to monitor the status of processing that file and
retrieve results once transcription has completed.

Note
When retrieving resultsusing the/ r equest API, notethat the output iswritten to standard
output.

#!/ bi n/ bash

#

# Sanple script for using the transcribe and request APls together

#

echo &quot; TEST: Running APl tests for transcribe/result node...&quot;
echo &quot ; &quot ;

#

if [ $#1=21 ; then
echo &quot ; Usage: $0 host token&quot;
exit

fi

SERVER=$1
TOKEN=$2

Uncomment the value of FILE that you want to test with: the

&gquot ; st andar d&quot ; version with a file extension, the &uot;guess what kind of
file&quot; version without a file extension, the standard audio file

wi thout an extension, or a 7z file. |If you're trying sonething

wi t hout an extension, you'll also have to uncoment the appropriate

&gquot ; cp&quot ; |ine.

wh 03- May- 2017

cp ../ SAVPLES/ Cal | TEST. np3 ../ SAMPLES/ Cal | TEST
cp ../ SAVPLES/ Cal | TEST. zi p ../ SAMPLES/ Cal | TEST
cp ../ SAVPLES/ Cal | TEST. 7z ../ SAMPLES/ Cal | TEST
SAMPLEFI LE=. . / SAMPLES/ Cal | TEST

SAMPLEFI LE=. . / SAMPLES/ Cal | TEST. 7z

SAMPLEFI LE=. . / SAMPLES/ Cal | TEST. np3

SAMPLEFI LE=. . /| SAMPLES/ audi o- and- net adat a. zi p
SAMPLEFI LE=. . / SAMPLES/ spani sh. zi p

SAMPLEFI LE=. . / SAMPLES/ Cal | TEST. zi p

SAMPLEFI LE=. . / SAMPLES/ PERVANENT- FI LE. ZI P
SAMPLEFI LE=. . / SAMPLES/ FQO. zi p

HoH H R O OH O H R H R H R W H W H R H R

SAMPLEFI LE=. . / SAMPLES/ audi o- and- net adat a. zi p

# SAMPLEFI LE=DocTest Co- DocTest i ng- Test 01- Fi xed. zi p

if [ ! -f $SAWLEFILE ] ; then
echo &quot; Specified upload ($SAMPLEFILE) does not exist!&quot;
exit

fi

SHORTORG=Doc Test Co- DocTest i ng
FOLDER=Test 01

DEBUG=&quot ; --trace-ascii debug. out &quot ;

echo -n &quot; Type of file to upload is: &quot;
file $SAMPLEFI LE

echo &quot ; &quot ;
echo &quot ; Submi tting $SAVMPLEFI LE for transcription: &uot ;

CMVD=&quot ; curl -s -F token=$TOKEN - F \ &quot ; fi | e=@SAMPLEFI LE; t ype=appl i cati on/ zi p\ &juot ; - X POST
$SERVER: 3000/t r anscri be/ $SHORTORG $FOLDER $DEBUXquot ;

© 2019, Voci Technologies, Inc. Proprietary and Confidential 113



Appendix A. Sample transcribe/request API Shell Script Using the V-Spark 3.5.0 API

echo &quot; CMD i s $CMVD&quot ;
echo &quot ; &quot ;

echo &quot; SUMVARY: Upl oadi ng $SAMPLEFI LE for transcription at approximately $(date)&quot;

REQUESTI D="curl -s -F token=$TOKEN \
-F &quot ; fi | e=@SAMPLEFI LE; t ype=appl i cati on/ zi p&quot ; \
- X POST $SERVER: 3000/ transcri be/ $SHORTORG $FOLDER $DEBUG

# REQUESTI D="$CMVD'
echo &quot ; &quot ;

if [[ ${REQUESTID} =~ ~[0-9a-zA-Z]{8}-[0-9a-zA-Z]{4}-[0-9a-zA-Z]{4}-[0-9a-zA-Z]{4}-[0-9a-zA-Z] {12} 1] ;
t hen

echo &quot; SUWMMARY: Upl oad successful - requestlD is \&quot; ${ REQUESTI D}\ &quot ; . .. &quot ;

el se
echo &quot; SUMVARY: RequestID is \&quot; ${ REQUESTI D}\ &quot;, which is not a valid request |D..&quot;
echo &quot; SUMMARY: Cannot transcribe...&quot;
exit

fi

STATUS=&quot ; &quot ;

# nunber of second to sleep between retries of status into
SLEEP=10

TOTALVAI T=0

echo &quot; Retrieving status for itemsubmtted via transcribe API...&quot;
echo &quot; Calling curl with \&quot; $SERVER 3000/ r equest / $SHORTORG st at us?r equest i d=$REQUEST| D&anp; t oken=
$TOKEN &quot ; &quot ;

STATUS="cur| -s &quot; $SERVER 3000/ r equest / $SHORTORGJ st at us?r equest i d=$REQUESTI D&anp; t oken=$TOKEN&quot ;

while [ &quot; x$STATUS&quot ; != &quot; xdone&quot; ] ; do
echo &quot; STATUS is \&quot; $STATUS\ &quot; - trying again in $SLEEP seconds ($TOTALWAIT so
far)...&quot;
sl eep $SLEEP
TOTALWAI T=$( ( $TOTALWAI T + $SLEEP))
STATUS="cur| -s &quot ; $SERVER: 3000/ r equest / $SHORTORG st at us?r equest i d=$REQUEST| D&anp; t oken=
$TOKEN&quot ; *

# ((RETRY+=1))

# if [ &yuot; x$RETRY&quot; = &quot ; xX$MAXTRI ES&quot; ] ; then

# echo &quot; Quitting due to limt of $MAXTRIES retries...&quot;
# exit 1

# fi

done

echo $REQUESTI D &gt; .REQUESTI D

echo &quot; SUMMARY: Transcription conpleted successfully at $(date)&quot;
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Appendix B. Possible Error Codes from
the V-Spark API

B.1. Possible Error Codes from the /transcribe
API

The/transcri be API returns HTTP error codes when called with incorrect or invalid parameters:

400 The/ request API returnsa400 in cases when the authentication token that isrequired to access
V-Spark is missing or invalid, or when S3 authentication information is invalid. The error text
differs based on the cause of the error, and helps identify the cause of the problem:

Bad request

Content is being submitted via the S3 protocol and the S3 key information that is required to
access a given bucket was invalid or was not provided.

M ssing "token" field
No authorization token was provided in your call tothe/ r equest API.

I nvalid token was provided
The authorization token that was used in your call to the / r equest API is not correct.
Locating your authorization token is shown in Figure 1.1, “Location of a Company

Authorization Token”.

402 The/transcri be API returnsa402 in response to attempts to exceed the usage modelsthat are
associated with the V-Spark instance that you are running on:

Usage Linmt is reached
Y ou have reached the size limit of the amount of audio data that you are licensed to process.
To increase that limit, contact your Voci sales representative or send email to Voci product

support (<support @oci t ec. conp).

404 The/transcri be API returnsa404 in response to multiple errors. The error text differs based
on the cause of the error, and helps identify the cause of the problem:

Conpany not found
V-Spark can look up the name of the company that you are using based on the value that
you passed for the ORG_SHORT parameter. The value that you specified for this parameter
isincorrect.

Fol der fol der-nanme not found

The folder that was passed as a parameter does not exist or cannot be accessed.
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406

500

Organi zati on organi zati on-nane not found

The organization whose short name was passed as a parameter does not exist or cannot be
accessed.

The/transcri be API returns a 406 in response to errors where the data that it is POSTing is
not acceptableto itsclient, the V-Spark server. The error text differs based on the cause of the error,
and helps identify the cause of the problem:

File size is too large. File should be smaller than LIMT

The size of the uploaded file is larger than the displayed LI M T. This limit is configurable
viathet ranscri be_api _upl oad_| i m t configuration variable, so thetext of thiserror
may vary.

The/ transcri be API returnsa500 in responseto seriousinternal errorsthat reflect ahardware,
software, or configuration error on the system where V-Spark is running. Contact Voci product
support (<support @oci t ec. con®) for assistance in identifying and resolving the problem.

B.2. Possible Error Codes from the /request API

The/ request API returnsHTTP error codes when called with incorrect or invalid parameters:

400

404

The/request API usualy returns a400 in cases when the authentication token that is required
to access V-Spark is missing or invalid. The error text differs based on the cause of the error, and
helps identify the cause of the problem:

Aut h token doesn't match
The authorization token that was used in your cal to the / r equest API is not correct.
Locating your authorization token is shown in Figure 1.1, “Location of a Company
Authorization Token”.

Request not fi ni shed
The results that you requested are not yet available. Always check the status of the audio
processing for a "done" response before requesting the JSON transcript, as shown in

Section 5.3, “Examples of calling the /request API”.

Thel/ r equest API returnsa404 in response to multiple errors. The error text differs based on the
cause of the error, and helps identify the cause of the problem:

Conpany not found
V-Spark can look up the name of the company that you are using based on the value that you
passed for the ORG_SHORT parameter. This error means that the value that you specified for
this parameter was incorrect.

No file types were specified

The default JSON output format was disabled in your call tothe/ r equest API, but you did
not enable another format (mp3 or t xt )
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Organi zati on organi zati on-nane not found

The organization whose short name was passed as a parameter does not exist or cannot be
accessed

Request Fil e not found

This message indicates a problem communicating with the database that is used by V-Spark.
Retrying the operation should succeed. If you continue to see this message, contact Voci
product support (<support @oci t ec. conp).

Request|d not found

The request ID that was passed as a parameter does not exist. Check for typographical errors
if testing the/ r equest API call from the command-line, or check your application code to
ensure that you are storing and using avalid request ID.

B.3. Possible Error Codes from the /config/
folders API

The/ confi g/ f ol der s APl returnsHT TP error codeswhen called withincorrect or invalid parameters:

400 The/config/fol ders API returns a 400 in cases when the configuration being set via the
updateisinvalid. The error text differs based on the cause of the error, and hel psidentify the cause
of the problem:

Fol der [fol der nane] is disabled due to conpany-I|evel policies

Y ou are attempting to resume processing of a paused folder, but that folder cannot be resumed
because it has been disabled. Usually, this is because the folder was paused due to company
limit hours being met.

B.4. General Error Codes from the V-Spark APls

V-Spark APIs other than the/ r equest and/transcri be APIsreturn HTTP error messages when
called with incorrect, invalid, or missing parameters:

Can not delete nultiple itens

A reguest to delete multiple objectswas madeto the/ conf i g API, buttherrul t i =t r ue parameter
was not specified

Can not del ete non-enpty object

A request to delete an object that contains other objects was made to the / conf i g API, but the
t r ee=t r ue parameter was not specified

Error parsing search results

The ElasticSearch server returned results based on your call to the/ sear ch API, but those results
could not be converted into the output format used by the V-Spark API for this call
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I nvalid JSON

Any V-Spark API that accepts JSON content does a check to determine the validity of any JSON
content that is POSTed, and returnsthis error if the JSON isnot valid

I nvalid output option
The/ sear ch was called with an output option other than count , det ai | s, summary or zi p
Invalid tenplate option: tenplate-nane

A request to upgrade an application was made, but the specified application is based on a template
that no longer existsin V-Spark. Y ou will have to delete and recreate the application.

Search Error

The command syntax used in a/ sear ch API call isincorrect, or the ElasticSearch server is not
available.
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